LDAP and
OpenLDAP

(on the Linux Platform)




Copyright

©,2001 Adam Tauno Williams (awilliam@whitemice.org)

Permission isgranted to copy, distribute and/or modify this
document under the termsof the GNU Free Documentation
License, Version 1.1 or any later version published by the

Free Software Foundation with no Invariant Sections, no
Front-Cover fexts, and no Back-Cover Texts. You may
obtain a copy ofithe GNU Free Documentation License from
the Free SoftwareFoundation by visiting their Web site or by
writing to: Free Softwar e Foundation, Inc., 59 Temple Place -
Suite 330, Boston, MA\02111-1307, USA.

If you find this document useful or further itsdistribution, we
would appr eciate you letting us know.




KLUG

The master copy of thisdocument is hosted by the Kalamazoo
Linux User's Group at the following URL:

ftp://kalamazoolinux.or g/pub/pdf/Idapv3.pdf
Thisdocument isupdated periodically with additional
Infor mation. Ifyou have atopic you think this presentation
should include please contact the maintainer .
awilliam@whitemice.org
KLUG's home page can be found at:

http://www:k alamazoolinux.org

See thear Past Presentations section for great presentationson a
wide range of Open Sourcerelated topics.




Home Page

The home page for this presentationsisfound at:
http://www.kalamazoolinux.org/proj ects/awilliam/

Thisis also the home page for the following LDAP related utilities:
ldap2nis
getuidattr

pppd-Idap

KL UG hosts a announcement maillist concer ning updates, changes,
and releases of the above projects and this presentation. Thisisa
low traffic announcement only mail list. A link to the subscription
form isavailable from the“Mail List” section of this presentation's
home page.




LDAP

GEES),




What is LDAP?

A cross platform protocol for communicating with a directory
server

A descendent of X.500 OSI Directory Access Protocol, which
was deemed too complex and cumbersome to be implemented
on microcomputers

A data-representation model optimized for arbitrary queries

Recent versions of LDAP & so specify encryption methods,
methods for clients to discover the structure of the system's
configuration, as well interoperability with other services such
as Kerberos and SASL.




What is a directory?

A directory isa hierarchical collection of objects and the
attributes of the objects much like the subdirectories of a
fillesystem and thefiles contained in the subdirectories.

A directory isnot a database. Objectscan have varying
attributes and numbers of the same attributes, unlike the
columnar structure of an SQL database's" table" .

Directory serversare typically optimized for a very high
ratio of searchestoupdates.




What does a directory look

0=Fo0, c=US (X.500)
dc=foo.com
“ dc=foo, dc=com (RFC2247)

'\\“*—x
de=whitemi ce, dc=org

__ Organizational Unit - used to create
e an organized hierarchal
//
s structure

ou=Groups,dc=whitemice, dc=org ou=People,dc=whitemice, dc=org

h

en=Adam Williams,ou=People,dc=whitemice, dc=org




What does an object look like?

Distinguished Name (dn)

<

cn=Adam Williams,ou=People,dc=whitemice,dc=org
dr: Awitliam
cn: Adam Williams . Value

givenName: Adam *

sn: Williams

mail: awilliam@whitemice.org
objectClass: person

objectClass: organizationalPersan
objectClass: inetOrgPerson

objectClass: account
objectClass: posixAccount
objectClass: top

objectClass: kerberosSecurityObject
userPassword: : e2NyeXBOfUNwLktlUi9vdG55UUU=

krbName: awilliam@WHITEMICE.ORG
loginShell: /bin/bash

'ujgmumlge? ?88 The values of an object's objectclass

idNumber" .

'ﬁomeDirectory: /home/awilliam attr|but.es areused_ 1 enforcet_he

Attrib gecos: Adam Williams schema: what a_ttnbutes an obj ect
tribute — R should haveor is allowed to have.




Why?

Directories offer many benefits over traditional "flat file" name spaces.
Administrative authority is more granular.
Configuration is not host-specific.
Replication increases availability.
For large sites, adireectory may be faster than flat files.

Schema enforcement offers some protection against
administrator typos and other syntactical errors.




Requirements

An L DAPv3 compliant directory server*

Functioning DNS, including reverse look ups

Reasonable time synchronization

* This presentation assumes OpenL DAP 2.0.7 (http://www.openl dap.org)



The Advantages of LDAP v3

over LDAPv2
\astly more powerful schema specification

Schema discovery

Server side referral s (Super and Subordinate Knowledge)

The SSL/TL S mechanism offers start to finish encryption of

al communication. With LDAP v2, al communication isin
clear text.

SASL provides automated and secure modular authentication
permitting single-sign-on configurations and making it much more
difficult to spoof connections. With LDAP v2, master and daves
"trust" each other.

Objects can be renamed in an LDAP v3 directory. In an LDAP
v2 directory, they had to be copied to their new DN and the old
object removed.




Directory Terms

Base represents the "root" of the directory. The search base
of aquery determines where in the directory a search commences.
dc=Whitemice, dc=0Org

Scope (base, one, sub) determines how the query descends through
the tree. A base search does not descend below the base level; a
search type of ene descends one level; and a search type of sub
freely descends the directory.

Distinguished Name(DN) isthe unigque identifier for an object, it
IS comprised of the base of the object and an attribute that makes it
unique in the context of that base.

cn=Adam Williams, ou=People, dc=Whitemice, dc=0rg

Relative Distinguished Name (RDN) is attribute of the DN which
makes the object unique in its context.
cn=Adam Williams
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Schema

A directory has a schema similar to the schema of arelational
database system.

The schema defines valid object classes, what attributes they
may or must contain, as well as the type of data (strings,
numbers) that a given attribute can contain.

Attribute and Objectclass names should be GLOBALLY unique.

Schemas also determine
how comparisons to an
attribute's contents are
performed (case sensitive
and case insensitive).




What is an OID?

Every schemaelement isidentified by a GLOBALLY unique
string.of integers (the OID). OlDs are used by SNMP and other

protocols as well.

If you wish to create schemas (attributes or objectclasses), you
must obtain an.OID. Possessing an OID will allow you to

create as many schema extensions as you wish.

Y ou can obtain an OID for free from IANA using the form at:
http://many.iana.org/cgi-bin/enterprise.pl

Resist the temptation to make up your own OID.




ObjectClass Types

Structural- A structural objectclass defines the basic
characteristics of an object. A given object
should have exactly one structura object class. Examples
of Structural objectclasses are person and
groupefuniguenames. It would not make sense for an object
to be both a person and a groupofuniguenames.

Auxiliary - Anauxiliary objectclass is additive. It supplements
the attributes of the object's structural class. Most
objectclasses are auxiliary. Examples of auxiliary
obj ectclasses are strongA uthenticationUser or
pilotPerson. These extend the structural
person objectclass or one if its descendants.

Abstract - Abstract objectclasses are used only to define the
basic LDAP data model, such astop and alias.




WARNING

(Object Class Type)

Early OpenLDAP 2.0.x versions, and none of the 1.x.x versions,
enforce thesingle structural objectclass entry rule!

To enable additional features requires implementation of more of the
L DAP data model's constraints. One should expect future versions of
OpenL DAP to enforce thisdirective, so watch your data carefully,
partiticularly how your extend schema.

Objectclasses with a superior (SUP) clause should be auxiliary not
structural. Use of a structural objectcl ass definition should be used only
when the objectclass defines something wholly new (something that
cannot be concieved of as being an extension of any other definition).




Object Schema -

OID (Aliasfor OID)

<

objectclass ( 1.1.2.2.2 NAME 'myPerson'’
Description > DESC 'my person'
v  SUP inetOrgPerson
MUST ( myUniqueName $ glvenName)

Parent MAY myPhoto
Object yPhoto )

Required
Attributes

An objectclass inherits All | .
al required and allowed Pl‘J’V
attributes of its parent. Attributes

objectclass ( 1.3.6.1.1.1.2.0 NAME 'posixAccount' SUP top AUXILIARY
DESC 'Abstraction of an account with POSI X attributes
MUST ( cn $ uid $ uidNumber $gidNumber $ homeDirectory )
MAY ( userPassword $ loginShell $ gecos $ description ) )




Attribute Schema

OID Name (alias for OID) Textual
Description

v

<
attributetype ( 1.3.6.1.1.1.1.0 NAME 'uidNumber’ v
DESCAn integer uniquely identifying a user in an administrative domain'
EQUALLTY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 SINGLE-VALUE)

« » v

Maten Lvie SMEE - Oudlifier

EQUALITY \
ORDERING  lualifier SINGLE-VALUE

SUBSTR Syntax OID COLLECTIVE
{LENGTH}




Multi-Class Objects

objectclass |A

objectclass |B | requires

requires requires
o
G|
allows allows | |
F |
H

| —|<o/o|m{njm>w|>




Attribute Syntaxes

Data Type

QID

Description

Binary

1.3.6.1.4.1.1466.115.121.1.5

BER/DER data

Boolean

1.3.6.1.4.1.1466.115.121.1.7

boolean value

Distinguished Name

1.3.6.1.4.1.1466.115.121.1.12

DN

Directory String

1.3.6.1.4.1.1466.115.121.1.15

UTF-8 string

| ASString

1.3.6.1.4.1.1466.115.121.1.26

ASCII string

| nteger

1.3.6.1.4.1.1466.115.121.1.27

| nteger

Name and Optional UID

1.3.6.1.4.1.1466.115.121.1.34

DN plusUID

Numeric String

1.3.6.1.4.1.1466.115.121.1.36

Numeric String

OID

1.3.6.1.4.1.1466.115.121.1.38

Object I dentifier

Octet String

1.3.6.1.4.1.1466.115.121.1.40

Arbitrary Octets

Printable String

1.3.6.1.4.1.1466.115.121.1.44

Printable String




Attribute Match Rules

Name

Context

Description

booleanM atch

equality

Boolean

obj ectldentifer M atch

equality

OID

distinguishedNameM atch

equality

DN

uniqueM ember M atch

equality

DN with optional UID

numericStringM atch

equality

numerical

numericStringOrdering

ordering

numerical

numericStringSubstringsM atch

substrings

numerical

casel gnoreMatch

equality

case insensitive, spaceinsensitive

casel gnoreOrderingM atch

ordering

case insensitive, spaceinsensitive

casel gnoreSubstringsM atch

substrings

case insensitive, spaceinsensitive

caseExactM atch

equality

case senditive, space insensitive

caseExactOrderingM atch

ordering

case senditive, space insensitive

caseExactSubstringsMatch

substrings

case senditive, space insensitive

casel gnorel ASM atch

equality

case insensitive, spaceinsensitive

casel gnorel ASOrderingM atch

ordering

case insensitive, spaceinsensitive

casel gnorel ASSubstringsM atch

substrings

case insensitive, spaceinsensitive

caseExactl ASM atch

equality

case senditive, space insensitive

caseExactl A5OrderingMatch

ordering

case senditive, space insensitive

caseExact| A5SubstringsM atch

substrings

case senditive, space insensitive




The OID iIs the truth.

The names of attributes and objectclassesarea mere
convenience. For example, the userid and uid are both
names for the OID 0.9.2342.19200300.100.1.1.

So a sear ch for @ther uid=awilliam or userid=awilliam
will both return the object -

uid: awilliam

cn: Adam Williams

objectClass: account

objectClass: posi xA ccount

objectClass: top

objectClass: kerberesSecurityObject
userPassword:: eOtFUkJFUKOTTWF3aWxsaWFQFdISVRFTUIDRS5PUkc=
krbName: awilliam@WHI TEMICE.ORG
loginShell: /bin/bash

uidNumber: 500

gidNumber: 100

homeDirectory: /home/awilliam

gecos. Adam Williams
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Partitioning

Theentire LDAP directory structureisreferred
toasthe Directory Information Tree (or Dit).

The Dit can be broken up across multiple LDAP
servers. These subpartsare partitions.

All objectswithin a partition must sharea
common ancestor, and the common ancestor
must itself ressde within the partition. The
shared ancestor iscalled the partition root.

\ Dit
Partition

Partition Root

Partition
Partition Root




lllegal Partitions

The law of partitions
Allpartition objects must share a common ancestor and that
ancestor must be present in the partition.

Ancestor does not

exist in partition.
i

No.common
ancestor.




Superior Information

Superior information isinformation
beyond or abovethe scope of an LDAP
database or partition.

For example, for the database
rooted at :

aquery for an object at
would be a

superior query.

Whereto send superior
Infor mation queriesisusually a
server configuration dir ective.



Subordinate Information

Subordinate information istheuse of areferral to another LDAP
server. to distribute a directory over partitions.

dn: ou=ACL Groups,dc=\ hitemice,dc=0rg

objectClass: referral

objectClass: extens bleObject

dc: subtree

ref: |dap://Idap2.whitemice.org/ou=A CL Groups,dc=Whitemice,dc=0Org/
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Operational Attributes

An LDAP database with |astmod enabled maintains per object
whet are called operational attributes.

modifiersName
modifyil imestamp
The above attributes record the last time an object was

modified andthe dn of the entity which performed the
modification.

creatorsName

createTimestamp

The above attributes,record when the object was created and
the dn of the entity which created the object..




Operational ACI Attributes

If your OpenL DAP was compiled with the --enable-aci directive,
an object may contain an additional operational attribute:

OpenL DA Paci

Presentation of thisattribute to user applicationsis handled in the same
way as the time stamp operational attributes. That is, it must be
requested by name.

OpenL DA Paci attributes are not intended to be modified by end user
applications.




The DSA's DSE

The X.500 standard, from which LDAP descends, defines the term
Directory Service Agent (DSA) which refersto the directory server
software or package.

All DSAscontain a DSA Specific Entry (DSE) which is above dll
Dits of the server. Thisvirtual object contains attributes that
describe the server's feature set and the Dits managed by the server.

Example rootDSE: This object is often referred
Q0 to asthe rootDSE. Asa DSA

namingContexts: de=\Whitemice,dc=0Org i
namingContexts: o=Morfisomincustriesc=US mMay implement other DSE

namingContexts: o=localfiles :
supportedControl: 2.16.840.1.113730.3.4.2 ObJ ects.

supportedExtension: 1.3.6.1.4.1.4203.1.11.1\ .
supportedExtension: 1.3.6.1.4.1.1466.20037‘% Note that SpeC|aI features

supportedL DAPVersion: 2 (extended operations or

supportedL DAPVersion: 3 -
supportedSA SL Mechanisms: GSSAPI COntI’Ol sin LDAP Speak)

subschemaSubentry: cn=Subschema are identified by OIDs.
OpenL DAP command used to retrieve the rootDSE: |dapsearch -x -b " -s base '(objectclass=*)" '+




subSchema

One of the most useful bits of information provided by the
rootDSE isthe DN of the subschema object:

subschemaSubentry: cn=subschema

The subSchema object contains the operational schema of the
server, allowing applications to download this information, or

users to investigate the attributes and objects supported by the
DSA without having access to the actual configuration files.

A small part of an example subSchema object:

attributeTypes: ( 1.3.6.1.4.1.6921.2.22 NAME 'morrisondesc’ DESC 'RFC1274: use

r identifier EQUALITY caselgnereM atch SUBSTR casel gnoreSubstringsMatch SY NTA
X 1.3.6.1.4.1.1466.115.121.1.15{ 256} )

objectClasses: ( 2.5.20.1 NAME "subschema DESC 'RFC2252: controlling subschem

a AUXILIARY MAY ( dITStructureRul es $ nameForms $ ditContentRules $ objectCl
asses $ attributeTypes $ matchingRules $ matchingRuleUse ) )

objectClasses: ( 2.5.6.0 NAME ‘top' ABSTRACT MUST objectClass)

The OpenL DAP command used to retrieve the subSchemaobjectleapsearch -x -b ‘cn=subschema -s base '(objectclass=*)" '+'




Controls and Extended
Operations

The rootDSE contains attributes described containing OID. These
are the controls and extended operations supported by the DSA.

In LDAPV3, acontrol isaway for aclient to specify additional

Information,about how a query should be processed (Example: sort the
results by cn).

e client

An LDAPv3 extended operation is arequest/response pair, and, in
effect, away for the DSA devel opers to define new operations.
Extended operations are used to implement both standard and
proprietary operations.

-, client




The ManageDsalT Control

OID:_ 2.16.840.1.113739._3.4.2 N
We have seen how a Dit can be partitioned for scalability and

availability by populating the points of partitionswith referral
objects. Subsequent operations on the Dit then chase referrals to
the relevant partition(s).

Partitioning thus raises a question: Once a Dit has been
populated with referrals, how does one remove or modify the
referral objects?

That is the purpose of the ManageDsal T control. By setting this
control on an operation or query, the referral object itself can be
modified or retrieved.

The OpenLDAP 2.0.x utilities support the ManageDsal T control,
which is enabled with the *-M" command line switch.




Password Modify
Extended Operation

OID: 1.3.6.1.4.1.4203.1.11.1
See draft-zeilenga-1dap-passwd-exop-xx.txt at http://mww.ietf.org

The password modify extended operation is specific to the OpenLDAP
DSA. It alows the admin to specify how the password should be
encrypted in the configuration of the Dit, thusthe client requires no

such knowledge to correctly set or change a user's password.

See documentation of, the password-hash configuration directive for
how to establish the crypt type of the userPassword attribute.

Most builds of OpenL DAP support SSHA, SHA, SMD5, MD5, and
crypt.




The "alias" object

Thealias object isthe "symbolic link" of the directory world. It
redirects from one "dn" to another "dn".

uid=fred,ou=Peopl e,dc=Linux,dc=net

objectclass=top

objectclass=alias

allasedobjectname=uid\=george\,ou\=Peopl €\,dc\=L inux\,dc\=net

Dereferencing aliases is the responsbility of the client.




The extensibleObject
objectclass

The extens bleObject alows an object to hold any collection of
attributes,in a sense acting as an objectclass schema override.

If an object has objectclass attributes besides extensibleObject it must
still satisfy the requirements of those objectclass.

The attributes themsel ves must still be defined in the schema.
If you think you need to use extensibleObject, you probably don't. It

IS better to define an objectcl ass schema for the attributes you need to
store.




Start TLS
Extended Operation

OID: 1.3.6.1.4.1.1466.20037

The Start 1L S extended operation is a standard part of LDAP version
3. This operation allows the client and server to manage encryption of
thelr communication.

TLS (Transport Layer Security) is adescendent of SSL.

The OpenL DAP server. must be configured with the proper certificates
In order for TL S to function, in much the same way that a web server
needs SSL certificates. The OpenSSL package that ships with most
modern Linux distributions provides utilities for generating certificates
for private use.




psuedo-attributes

Psuedo-attributes are terms used in access control structures to express
relations to an object itself. They exist in no context beyond access
control, they cannot be queried and will never appear in the results of
any query.

See the Access Control section for more information on specific psuedo-
attributes.

The psuedo-attributes currently used by OpenL DAP are -
¢ children
¢+ Refers to objects located beneath the object in the Dit structure, typically
regading an organizational unit object.
© entry
* Refersto the object itself.
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OpenLDAP

OpenL DAP 2.x isan LDAP v3 directory server developed
under the GPL by the OpenL DAP foundation.

It provides:
= SSL/TLS for start-to-finish encryption
= Referrals, Superior and Subordinate Knowledge
= SASL/GSSAPI A uthentication
= KerberosV integration
= Cleartext, crypt, MD5, and SHA passwords
= X.500 Gateway
= Schema Enforcement &, Exploration
= Access control by user, group and regex expression
= Many platforms: Linux, NT; Al X, BSD, Solaris, €tc...
= Support for various backends
» LDBM
" SQL
= Shell
® Passwd

= APIsfor C, C++, PHP, Perl, Python, TCL, SmallTalk, Sun JNDI,




Supported Advanced' Features




Nen-Supported Advanced' Features




The Config Files

= Configuration files are usually found in /etc/Idap or /etc/openldap
= The primary server configuration file is dapd.conf
= Schemai s stored in seperate text files
= Schemafiles are "included' into slapd.conf
= OpenLDAP 1.x
= dapd.at.conf - Attribute schema
= dlapd.oc.conf = Object schema
= OpenLDAP 2.x
= Schemals stored in a collection of schemafiles, usually foundin
/etc/ldap/schema or /etc/openl dap/schema
= Schemafiles are named after their purpose or the RFC which
created them.
= The configuration file Idap.conf establisnes the system wide defaults for
various parameters such as searchbase, time limit, DSA host, etc...
= Not to be confused with the LDAP PAM and NSS modul€e's
configuration file of the same name.




slapd.conf (Global)

I nclude the schema files.

include  \/etc/Idap/slapd.at.conf ‘A
include letc/|dap/slapd.oc. conf I Enfor ce the schema: on/off

schemacheck on 4 | - Server to use when perfor min
referral - [dapi/iroot. openldaporg/ <« Superior information queries.
pidille — valrunislapd.pid ¢ \yritethe PID tothisfile.

argsfile Ivarlrun/slepd.args ¢

defaultsearchbase de=Whitemice,dc=Org Filethat holdsthe default ar guments
idletimeout O v

v
e The search baseto useif a
//' client submitsa query with no

/ Number of seconds of b ]
Maximum inactivity before a Sear ch base specitied.

number of connection is forcibly

threads. closed. A valueof zero
means connections are
never forcibly closed.




disallow

The disallow configuration directive allows the administrator to
specify a whitespace delimited list of features that will be
provided by the server.

disallow. Options
bind v2 LDAP version 2 support.
bind_anon Anonymous requests.
bind_anonycred Anonymous with non-null credentials.
bind _anon_dn Anonymous bind when DN is not empty.
bind ssimple Simple authentication (clear text).
bind krbv4  Kerberos 4 authentication.
tls auth StartTLS




require

The require configuration directive allows the administrator to
specify awhitespace delimited list of features that will required of
aclient in order to interoperate with the server. Require can be
specified as a globa parameter or separately for each database.

require Options
bind A, bind operation.
LDAPv3 L DAP protocol version 3.
auth  Authentication.
SASL SASL authentication.
strong Strong authentication. (the same as SASL)
none Make no requirements.




loglevel

T'heloglevel directive controls the amount of information the
server logs. Highlog levelsinclude the information of al the
lower levels.

LOG LEVELSAVAILABLE

2 debug packet handling

8 connection management

32 search filter processing

&ccess control list processng
StalS\ og entries sent

entry parsing




TLS and OpenSSL

TLS allows clients that support secure communication to request
an.encrypted section. If so, encryption begins before ANY DATA

Istransferred. Encryption isviathe OpenSSL libraries, and you
must generate a OpenSSL certificate:

$ cd /usr/share/ssl/certs
$ openssl reg -new -x509 -nodes -out slapd.pem \

-keyout Slapd.key -days 365

NOTE: It isIMPERITIV E that you correctly enter your FQDN when generating
certificates.

Then smply specify the |ocation of the certificate file in slapd's
configuration file. (Default: /etc/openl dap/s apd.conf)

TL SCertificateFile /usr/share/sd/certs/slapd.pem
TL SCertificateKeyFile /usr/share/ssl/certs/slapd.key
TLSCA CertificateFile /usr/share/ssl/certs/dapd.pem




Checking the SSL Configuration

Onceyou have configured OpenLDAP with SSL certificates and
restarted the server you should see it listening on two ports -

$netstat -a | grep -i Idap
tcp0 O \*:ldap *:* LISTEN
tcp0 O *isd-ldap *:* LISTEN
Y ou can verify your'sd certificates with the OpenSSL sclient -
$ openss s _client -connect |ocal host:636 -showcerts

...and you should see your identity and certificates on standard out.

Note: 636 isthe LDAP SSL port, 389 isthe non-SSL LDAP port. In/etc/services
port 636 may be named ssl-Idap or |daps.




back-ldbm

back-ldbm is the standard backend used to store alocal (or copy
of alocal) database.

back-ldbm configuration directives.
cachesize Number of entriesto cache in memory.

dbcachesize Amount of memory for caching each index.
dbnolocking, Disablefilelocking ( ).
dbnosync Disable synchronous writes ( ).
directory Where thefilesare.

mode Mode (permissions) of datafiles.

incex  Attributes to index, and types of indexes.




The ties that bind....

The processes of establishing a connection to an LDAP
server isreferred to as binding. The LDAP protocol level
(twe or three) and the authentication method used combine
to form a bind type.

Depending upon the bind type various features of LDAP may

or may not be available. For example: plain binds cannot
automatically chase referrals, where as binds made by
certain SASL methods (GSSAPI) may be ableto.

The process of binding aso determines the level of access
based upon access control lists defined on the LDAP server.

A connection that specifiesno authentication is referred to as
an anonymous bind.




Supported Bind Types

Depending on how and LDAP server is configured, and with what
libraries it was compiled, it may support various authentication
methods.

Y ou can query. and |dap server for the authentication methods it
supports using the following command:

Plain Text
$ |dapsearch -Hldapsiflecal host/ -x -b " -s base \ (OpenLDAP 1.x)

-LLL supportedSASEN echanisms
supportedSASL Mechanisms: PLAIN SASL,
supportedSASL Mechanisms: LOGIN <« passwords.

supportedSA SL M echanisms: GSSAPI

\ _ ) KerberosV
Clients that use PLAIN bind cannot automatically via SASL

chase referrals




SASL Realms

Openk. DAP v2.0.x supports the CMU Cyrus SASL mechanism
of authentication designed for use in client/server configurations.

The most commmon use of SASL with OpenLDAP isthe integration
with a Kerberes enabled network, allowing single-sign on to be
extended to include binding with the directory.

sad-ream SYOUR SAS /KERBEROS REALM>
sad-host SYOUR SAS. DOMAINNAME/KDC>
sadl -secprops =SASL PARAMETERS>




OpenLDAP + SASL + PAM

1. Make sure the SASL database has been initialized (saspasswd)

2. Defined the SASL method for slapd (/usr/lib/sas /sl apd.conf)
pwcheck method: pam

3. Define a PAM stack for the ldap service (/etc/pam.d/Idap)

4. Reset the sasl-secprops to enable a clear text password.
sasl-secprops none (/etc/openldap/d apd.conf)

5. Reset the SASL  SECPROPS on the clients
SASL SECPROPS none (/etc/openl dap/ldap.conf)

TEST TESIT\, TEST TEST TEST TEST TEST
$ ldapsearch -x -L -s"base’ -b """ supportedSA SL M echanisms
supportedSA SL Mechanisms:PLAIN
supportedSA SL Mechanisms: LOGIN
supportedSA SL Mechanisms: ANONY MOUS
$ ldapsearch -d 2
SASL/PLAIN authentication started
Please enter your password:




OpenLDAP + SASL + GSSAPI

(OpenLDAP SASL support for Kerberos V)

Inetc/openldap/siapd.conf define- __— Keytab file

Stvtab letc/krb5.keytab Kerberos Ream
sshredm  WHITEMICEORG <

sasl-host estatel.whitemice.org «— KDC

Make sure you have created a principle for the LDAP service:
|dap/hosthame@K ERBEROS.DOMAIN

And write the Kerberos principle to the appropriate kerberos
keytab file.

For more information see:
http://www.bayour.com/L DAPv3-HOWTO.html




Associlating LDAP Objects and
Kerberos Principles

The kerberosSecruityObject objectclass allows an LDAP object to
be associated with a principle in the Kerberos security database.

Example:

dn: ecn=Adam\\Williams,ou=Peopl e,dc=whitemice,dc=org
objectClass: kerberosSecurityObject

krbName: awilliam@WHITEMICE.ORG

Y ou can also set an posi xAccount's userPassword attribute to
use the KERBEROS method so that OpenLDAP will pass-thru
password authentication to SASL GSSAPI:

userPassword: { KERBEROS} awilliam@WHITEMICE.ORG
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slapd.conf (Database)

Database Backend

#1dbm database defi ﬂ tions "/" of the database.
database  ldom

suffix " dc=whitemice,dc=org" > 4 The DBA
rootdn "cn=Manager, dc=whitemice,dc=org"

roolpw -, secret ¢ Databases"root" password.

directory /valtmp o4 . :
cachesize  BOOOOO ¢ Directory where the database lives.

replica  host=natches.morrison.iserv.net:389 Cachesizein ENTRIES.
binddn="en=root, o=Morrison Industries, c=US" < :
bindmethod=simple credential s=secret A replica server.

replogfile  “/var/spool/ldap/repllog.slapd” <«  Wheretowritethe

index cn,sn,uid pres,eq,approx,sub transacton | og.
index objectclass pres,eq

index menuid,menuentry, functionid pre‘s,eq index definitions
index default none

lastmod on 4 CURNREN N - Whether to maintain
"meta’ information.




back-ldap

The back Idap module actsasa LDAP proxy, alowing a
given LDAP server to receive requests for a database that it
does not contain.

Example:

Having the following in the slapd of |dap.saruman.org:
database |dap

suffix de=Sauron,dc=0rg

server |dap.mordor.org:9000

Would allow ldap.saruman.org to seem to answer queries of
the de=Sauron,dc=0rg database, when in fact these queries
are being forwarded to the LDAP server on ldap.mordor.org
listening on port 9000.

This can be useful to ssmplify client configuration and
circumvent firewalls.




back-sq|

The SQL backend is not built by default. Y ou should pass
*--enable-sgl" to the configure script in order to get SOL
support. Building SQL support requires iODBC or
unixODBC to be installed.

back-sgl configquration directives
doname »ODBC DSN
douser Usenname (If not provided in DSN configuration)
dbpasswd Password (If not provided in DSN configuration)

To use the SOL backend you must create several tablesin your
database to contain metainformation required by the LDAP
server and to indicate where in the database the various objects
and attributes are to be found.

back-sgl is not meant to be used as a general purpose backend
but to include access to RDM S information to clients.




back-passwd

The back-passwd backend provides ssmple LDAP access to the local
letc/passwd file.

The passwd backend has no configuration directives except those
common te all backends.

Example:

database passwd

suffix “dc=estateh dc=\Whitemice,dc=0rg"

rootdn “cn=Managenecstatel,dc=Whitemice,dc=0rg"
rootpw secret




back-shell

1 he back-shell backend allows the LDAP server to process
gueries using an arbitrary external program.

Example:

database shell

sutfix des '\ hitemice,dc=0rg"
search /ust/iocal /bin/searchexample.sh

All operations will be fed into the standard input of the designated
program, and results will be expected on standard outpu.

The format for LDAP to program transactions can be found at:
http:/Anavw.umichieaitiA di rsvcs/| dap/doc/gui des/slapd/13.html




back-meta

Back-meta is currently only available viaCVS.

The back-meta backend supersedes the back-Idap LDAP proxy
backend, adding the capability to rewrite naming contexts and
thus "merge" disparate directory structures.

Example:
database meta
suffix "dc=foo,dc=com"
uri Ll dap://a.bar.com/dc=a,dc=bar,dc=com"
suffixmassagen " dc=a,dc=foo,dc=com" "dc=bar,dc=com"
uri Sldap://b.foo.com/o=Foo,c=US"
suffixmassage ™ ee—b,dc=foo,dc=com" "o0=Fo0,c=US"

The above example places the directory "dc=bar,dc=com" hosted on
a.bar.com and the directory "0-F00,c=US" hosted on b.foo.com as
branches of "dc=fo0,dc=com™ on the local LDAP host.




LDAP Indexes

pres An index of what objects contain the attribute.
eq A traditional "equals' index.

approx - » An index of "approximate" values, used for
*soundsiike searches.

sub A substring index, useful for "wildcard" searches.

none No index.




Slapindex

|f additional indexes are defined once the database has been
loaded and deployed entries in the new index will only be created
for abjects created from that point on. Current objectswill not be
Included in the new indexes.

To rebuildiindexes OpenLDAP 2.0.x and greater provides the
slapindex command. The server should be offline when this
command executes. It rebuilds all the indexes, and according to
the man page, "provides ample opportunity for the user to
obtain and drink their favorite beverage."

For OpenLDAP 1.2.X serversit is necessary to create an LDIF of
the database, including item numbers (Idbmcat) and index
each attribute with the ldif2index utility.
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Buffer Stuffing

(Single Threaded Installations Only)

On single threaded installations the DSA can (obviously) only process asingle
request at atime. If aclient submits a query that resultsin alarge result set
and then abandoens the connection or goes off-net the server will remain tied
up until the timelimit has expired. Such a course of events can also cause the
server to experience.intermittant load spikes.

In an attempt to avoid this form of congestion slapd will request alarge send
buffer from the operating system. A large send buffer allows the server to
dump the result set into the kernel and return to operation. It becomes the
responsibility of the kernel to manage the defunct client connection.

In order for this workaround to function properly the server administrator must
usually raise the system's default maximum send buffer size. On Linux
systems this can be adjusted with the foll owing command:

sysctl -w net.corewmem max = 4194304




Indexing

*Maintaining the correct indexes is imperitive for good performance.
*Always maintain an equality index on the objectclass attribute.

¢ Always include an objectclass equality comparison in all queries.
*Periodically run the slapindex utility to ensure that your indexes are
complete and consistent.
*On substring comparison try to include at least three characters.

¢ If only one or twe characters are provided some versions of
OpenL DAP will not be able to statistically optimize the query
*The dbcachesize directive controls the amount of memory allocated for
each index file.
¢ Increasing this paramter can provide a significant improvement in
performance, escpecially onindex rebuilds and attribute
modificaitons.




Filesystem

Since the L DAP database (at |east with the standard |dbom backend) resides
In afilesystem, the performance of the filesystem has an obvious effect on
the performance of the DSA

¢ |f possible placethe DSA's database in its own filesystem.
¢ ext2 and ext3 degarde in performance after they pass 1/3 capacity.

+ Use the noatime mount option to reduce the effort required to maintain
filesystem meta-data,, The OpenL DAP package does not utilize the
access timestamp of the files.
+ Use the filesystem's tuningprogram to permit the DSA's security context
to utilize reserved space thus reducing the likelihood of corrupting the
database due to insufficient disk space

* tune2fs's-u option for ext2 or ext3




Journalized Filesystems

+ Use of ajournalized filesystem isrecommended for both performance
and availability.
« All the performance tips for non-journalized filesystems also apply to
journalized filesystems.

+ Establisn the journal in a partition or logical volume located on a
seperate physical volume. This spreads the write |load across the
devices and allows data to be moved from the journal to the
filesystems without excess ve head motion.

* tune2fs's-J option for ext3
+ xfs growfss-L option for XFS




Journalized Filesystems

*By default slapd performs afsync() call after every write operation, this
commits data from memory to disk in order to ensure data base integrity.
¢ Performing fsync()sin this manner result in very ineffecient 1/0
utilization.
* This behaviour can be disabled via the dbnosync configuration
directive, but thisis not recommended as you sacrifice database

Integrity for your increase in performance.

+ Using data journalling permits the operating system to return
completion of fsyne() calls as soon as the journal is updated. Since
the journal 1swrittenlinearly it avoids elevator related performance
problems and avoids latency resulting from excessive head motion.

+ Data journalling can be enabled on ext3 using the data=journal
mount option.
+ Datajournalling requires a significantly larger journa than does
meta-data only journalling.
* Journal size and position can be modified via the tune2fs
utility.




Concurrency & the thread pool

* There are two dapd.conf parameters that effect how the OpenLDAP
DSA processes its work |oad.
* threads — control s the maximum number of threads that slapd will
Spawn
* Default number of threadsis 32
* This number may be reduced or raised to your platforms limit.
* Thethread limit on Linux is dightly less than 1024.
« Other factors limit the effectiveness of additional threading
long before that limit is reached.
£ concurrency — controls how many requests slapd (and its thread pool)
will attempt to process at one time.
* Increasing the number of threads will increase resource consumption,
be careful not to exceed the capeity of your host or all performance
benefits of additional threading will be lost.
* Many people suggest setting concurrency some what less (~10%) than
threads so that requests are handled in the most efficient way.
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The purpose of back-sq|

The back-sgl datastore is not meant to be used as the primary portion of
the Dit, \but to present data from arelational data base system such as
Oracle, MySOL , PostgresSQL, etc... to LDAP enabled clients.

The overhead introduced by ODBC and the mapping of the relational
data model to the L DAP data model that must be performed by the

relational databaseitself* limits the performance of back-sql.

* The relational database must support stored procedures.

Not all aspects of the LDAP data model (such asreferrals) can be
cleanly mapped onto the relational data model. Again, making back-
sgl non-optimal as the primary portion of the Dit.




Enabling the SQL backend

In order, to use the SQL backend your OpenLDAP DSA (dapd) must
have been build with support for SQL. Thisis accomplised by
building with the --enable-sgl option passed to the configure script.

Y ou can check and existing slapd binary for SQL support using the
|dd utility to see ifithe executable file is linked against an odbc
library.

OpenLDAP SQL support requires that either the iIODBC or
unixODBC libraries are installed on the system.




Mapping Concept

back-sgl uses a set of tables in the relational database itself to store
Information on what table and field values correspond to a given
L DAP attribute, and what database keys correspond to a given LDAP
object.

The keysinto the

B rocovecwee NS Otobase must be
: Integers (whichis
keytbl keycol

standard practice).
Idap_oc_mappings i

ACINES

[‘s|g1 wouy ‘id

oc_map_id

The mapping
concept relies
heavily upon table
|dap_entry_objectclasses joins, so indexing
entry_jg 'daPrefarals the key fieldsis
critical for
performance.

Idap_attr_mappings

alym ulio

id

entry _id




“rdbms_depend”

The exact SQL statements required to create the neccesary tables and
sequences needed to store the mapping information vary depending
upon the RDBMS in use.

The rdbms depend subdiretory found in the back-sgl directory of the
OpenlL DAP source code contains a subdirectory for each
documented RDBMS. Currently thisincludes. MySQL, Microsoft
SQL server, and Oracle.

A collection of SQL scripts for Postgresgl can be found at -
http://www.samse.fr/GPL/ldap pg/HOWTO/

The example SQL schema and statements that follow assume the use
of PostgreSQL 7.1 or later. This should however be very similair to
the syntax used by most major SQL databases.




Objectclass Mappings

ldap_oc_mappings

CREATE SEQUENCE |Idap _oc_mappings id_seq;
CREATE TABLE Idap _oc_mappings (

id int4 NOT NULL PRIMARY KEY DEFAULT
nextval(‘ldap_ocamappings id seq’),

objectclass
table name

create proc har(255), Integer key
char(255),

delete proc g Vvar .
expect_return in ULL
);
Stored procedure to remove the

object from the RDBM S tables
based upon the integer key.




Attribute Mappings

ldap_attr_mappings

CREATE SEQUENCE Idap _attr mappings id_seq;
CREATE TABLE Idap_attr_ mappings

(
id Int4 NOT NULL PRIMARY KEY

default nextval(ldap attr mappings id seq’),
0C_map_id Ha4-NOFNIHA Corresponding objectclass

name ~¥aCEI(E AT NULL, id from Idap_oc_mappings
sel expr~garchar(Zo5riNo+NLL L - =
sel_expr u — attribute

A Nt — Expression used to select

the field (table.fieldname)
Expression used to join ?
tables if multiple tables are

Involved in the query.
(tablel.fieldnamel = table2.fieldname2)
*May be NULL.

Commadelimited list of
tables involved in the query




Attribute Mappings

ldap_attr_mappings

Stored procedure to add avalue to
this attribute given an object id and

avalue Stored procedure to delete
the value of this attribute
given an object id and a

add proc varcher(255), value
delete proc* varchar(255),

param_order -0t NOT NULL,

expect_return  int NOT NOTT — 5
FOREIGN (oc_map Id)REFERENCES
ldap_oc_mapping3d

);




dn Mapping
ldap_entries

The purpose of Idap_entriesisto map adn to a database key, the last step
In transforming the LDAP data-model to the SQL relational model.

CREATE SEQUENCE |dap_entries id_seq; The virtua dn
CREATE TABLE ldap_entries

(
id int4 NOT NULL PRIMA

ap _entries id

The objectclass
id from

|dap _oc_mappings

The object id of the parent object,
used to create the heirarchical
structure required by the LDAP
data-model. The root object within

the database has a parent of O.
|d) REFERENCES |dap oc_mappings (id)

) The integer key used to map thisvirtual dn
to the actual content of the relational database.




Objectclass Mapping

ldap_entry _objclasses

ldap_entry objclasses is used to assign objectclass attributes to a virtual
object.

Theid of the virtual object
CREATEW as defined in Idap_entries
(

entry_id “%int4 NOT NULL, The objectclass name

0OC_name -<svarchar(od),
FOREIGN KEY (entry_id) REFERENCES Idap entries(id)

)

Theoc_map id of Idap_entries only. permits and object to have
asingle objectclass, typically sufficient in thisuse case. The
ldap_entry objectclasses allow an object to have multiple
objectclass val ues.




Referral Mapping

ldap_referrals

ldap referrals allows you to declare objects mapped from the
relational database as referral objects to other LDAP servers
or sections of the Dit.

Theid of the object, as

defined in Idap_entries(id).

CREATE TABLE Id rals

( — Where to refer the
entry id < int4 NOT_ NUIL L~ client to, the URL.
url +axtNOT NULL,

FOREIGN KEY (entry_id) REFERENCES Idap_entries(id)
)}




Stored Procedures




Stored Procedure Examples




Using Triggers & Events
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Replication

Forredundancy and availability OpenL DAP servers can replicate
changes from a master server to one or more slave servers.

An OpenkDAP server configured to replicate writes changes out
to areplication log file. The durpd process watches thisfile

for writes, and updates slave servers accordingly.

Changes that cannet be replicated are stored in argection log.

siurpd can be run In "oneshot" mode with the -0 option to re-
process aregection log.

Replication can also be daisy chained through several "layers" of
servers, solong as Multimaster. mode is not used.
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Configuration of Replication

A master and slave server must start out with an identical database.

Configure areplica and replogfiler entry on the master for each slave.
replica host=natches.morrison.iserv.net:389
Pinddn="cn=root, dc=morrison-ind,dc=com"
bindmethod=simple credentials=secret
replogfile  /var/spool/ldap/replog

Configure an updatedn.entry on each dave, identical to the updatedn
parameter you specified in the master replica entry:
updatedn "cn=root, de=morrison-ind,dc=com"

To have the slave refer change requests to the master specify an updateref:
updateref |dap:\\estatel.whitemice.org

Operations that cannot be replicated are stored in argection log. slurpd can

be run in "oneshot" mode with the -0 option to re-process arejection log.
*Y ou need one replogfile per database (not per replica), except in the case of differentiated replication
where one replogfile may serve multiple databases. Some documentation is ambiguous on this point.




Populating Slaves

One of the most difficult tasks of establishing areplicant isensuring that it
starts with an identical database to it's master. Possibly the ssmplest way to
establisn replica davesis as follows:

1. Ensure there is\a dn with which one can bind the the master and view all attributes
and objects in the Dit.

2. Temporarily modify the query result size limit* of the master to permit the entire
database to be downloaded (the sizelimit parameter in slapd.conf) and restart the

master slapd.
3. Set the default base, updatedn, etc... on the slave
4. Ensure schemafiles on master and slave are identical.

Tip: slave:/etc/openldap/schema$ scp root@master:/etc/openl dap/schemal* .
5. Define the slave replicant on the master and re-apply size-limit, but do not restart the
master slapd (yet). Ensure that the replication log file exists with correct permissions.
6. Copy the database to the slave:

|dapsearch -LLL -D”bind dn” -w “bind password” “objectclass=*" | slapadd -n 1

7. Start the slave sl apd.
8. Restart the master slapd.

*This procedure may not be appropriatefor very large databases.




Differentiated Replication

It is often desirable to have a single master that
Master contains the entirety of the Dit, but to replicate only
(de=X.dc=Org)  specific portions of that Dit to various saves.

' ‘ Define each of the subtrees you wish to

seperately replicate as seperate databases on the
master, listing the master/parent database last.

Save SEVE database |dbm
(ou=People, (ou=Groups, suffix "ou=People,dc=X ,dc=0Org"

dc=X,dc=0rq) dc=X,dc=0rg) PRI
suffix "ou=Grousp,dc=X,dc=0rg"

database Idbm
suffix "dc=X,dc=0rg"

When using differentiated

replication of asingle Dit, _ _ _
the subordinate and master The master Dit must contain subordinate

databases may share a \nformation referrals to the subordinate

common durpd replication databases.
log on the master.




The Replication Log

On serveral distributions (including RedHat) dapd has been configured to
run as a user other than root (Idap, in the case of RedHat). However,
siurpd still runs asroot. The administrator needs to assure that the
permissions of, the replication log are set in such a manner that both slapd
and durpd have access.

Sample Replication L og Content Host to replicate this
replica: india-north.whitemice.org entry to.
time: 1014726158
dn: cn=Adam Williams,ou=Peopl e,dc=whitemice,dc=org DN of affected object.
changetype: modify

replace: gecos :
gecos; Adam Tauno Williams Attribute effected.

replace: modifiersName New Value
modifiersName: cn=Adam Williams,ou=Peopi,ac=\whitemice,dc=org

- Attribute effected.
replace: modifyTimestamp
modifyTimestamp: 20020226122236Z NEVAYZ VS




What exactly happens....

1. When slurpd starts, if the replication log file is empty or missing it goesto
deep.

2. slurpd periodically wakes up and checks the replication log, if it isempty
slurpd goes back to sleep.

3. If there are change entries in the replication log slurpd flock()s the file and

makes a copy.

4. If slurpd 1s multithreaded it spawns athread for each replicaor else it
forks a copy of itself for each replica.

5. Each slurpd thread/process binds to its replica as the binddn specified in
the replica entry in slapd.cont.

6. If any of the modifications fail,they are written to the rgjection log for the
appropriate replica.

7. dlurpd child processes/threads terminate

8. The master slurpd goes back to monitoring the replication log.




The Rejection Log

The rgjection log format is very similair to that of the replication log except that each
transaction begins with the specification of the error that caused replication to fail.

ST [ hereplicadid not contain the
ERROR: No such object e— object modified on the master.

replica: india-north.whitemice.org:389 The slave and master must have
time: 1015245303.0 been previously out of sync.

dn: cn=nt1000 Machine Account,ou=SystemA ccounts,dc=Whitemice,dc=0rg

changetype: ie'ite Transactions are seperated

ERROR: Constraint violation by asingle blank line.
replica: india-north.whitemMseorg: 389

time: 1015245328.0

dn: uid=NT21000%,0u=System A ccotmts,dc=whitemice,dc=org
changetype: modify
replace: uid The modifcation requests

uid: NT1000% violated the schema known to

the slave or its structure.

replace: uidNumber
uidNumber: 525



The updatedn

The updatedn is the identity used by slurpd when replicating changes to
slaves. The updatedn should be aunique dn, used by no other users or
[processes.

If the updatedn Is also the root dn the slave will be unable to tell the
diffrence between a replication connection and an administrative
connection. This situation alows a slave to be updated by a source
other than the master, and thus become out of sync with the rest of the
Dit causing future replication eventsto fail.




Chasing Referrals

If aclient submits a modification to a slave server the dave will respond
to the client with areferral, refusing the modification.

It isthe responsibility of the client to rebind to the referred to server
(presumably the master) and re-attempt the modification request.

By default the OpenL DAP utilities do not chase referrals.

The OpenL DAP libraries do not support referral and rebind when the
client has perfomed asimple bind. Thisis due to serious security
concerns as a simple bind presents the server will a plain text password.
Automatic referral of ssmply beund connections would ssimply make it
much to easy for arogue server to harvest passwords.




Multimaster

An experimental option called "multimaster" allows multiple serversto
operate as masters, both processing updates and updating each other.

To use multimaster -
#define SLAPD MULTIMASTER 1 in portable.h
after doing ./configure and before compiling.

This changes how a server handles incoming replications. A multimaster
server will not write out changes to its replication log if the connection
performing the modification was the configured updatedn, thus avoiding
an infinite loop.

This option breaks the ability to daisy-chain replication, but isstable if

this type of replication is configured so that masters do not get updated by
more than one other master.
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The ACL Stack

Access control for objects and attributes is managed through the
construction of a stack of access control lists. The first matching
rule applies and subsequent rules do not apply, thus order is
extremely important.

Access Control List syntax:

access to, <dn="dn matching pattern">
<altrs=attribute, attribute, . . . >
by <pattern> < compare | search | read | write >

If adn matching paitern is not included the rule applies to the
attributes listed in al the objectsin the DSA not previoudly
matched by a dn regular. expression.

The special attribute children grants modification privilages
(create, delete) to an objects children. The specid attribute entry
control is used to grant privilageto modify the object itself (delete).




Access Levels

OpenL DAP support four access levels. Granting a greater
access level implies granting all lower levels. For example,
granting read access implies search and compare.

O °
Allows aclient to send a value to the DSA to be

— compared to a specific attribute of a specific object.

compare Returns a true or false on the comparison.

O o
Allows aclient to request alist of objects matching
agiven criteria

® °
read < Allowsacdlient to retrieve the attribute value pairs
of an object.

[ o

Allows aclient to modify the attribute value pairs
of an object aswell as possibly create and remove
objects themsel ves.

search —




Default Access

defaubiaccess { none | auth | compare | search | read | write }

The defaultaccess configuration directive establishes permission
granted to objects, attributes, and connections to which no

specific rules apply.

If no defaultaccessdirective is specified the DSA defaults to
granting read access to objects and attributes.




ACL Matching Patterns

There are several special clauses that can be used in specifying the by
<pattern> of the access control rule.
= o
selfMaiches the dn of the object itself, useful for
granting users the ability to modify the attributes
of their own objects.
© o
user Grants privilages to any authentication connection..
o o
anonymous  Grants privilages to anonymous connections.
O O
auth  Grants privilagesto the procedures used to
authenticate connections to the DSA.




Examples

The following are example ACL constructs, and typically are good
rules to start from:

access toattr=userpassword
by self write
by anonymous auth

The above gives users write access to their own userpassword
attribute and authentication privilages to anonymous connections.

accessto *
by self write
by users read

The above gives users write access to their own object and read
access to all objects to those connections that have been
authenticated (this would only make sense if defaultaccessis
none).




Group Matching

One of the most powerful methods for constructing access
control rulesisto grant priviagesto a group to which dns
can be dynamically added or removed. For example -

access to attr=userpassword
by group="cn=Administrators,dc=example,dc=com" write
would grant write access to any connection P ———————
authenticated to.the DSA asadn foundinthe 4o ’ ’
cn=Administratots. cn=Administratorsis on: adminsirators
) objectclass. groupof Names
expected to be of objectclass groupofnames | gpjectelass: top

with memier attributes containing dns. member: cn=fred
blogs,dc=example,dc=com

member: cn=somebody

If another objectclass/attribute is required they ' @sede=examplede=com
can be specified in the group clause, for

example - by group/organizational Role/rol eOccupant=

specifies an objectclass of organizationRole with attributes of
roleOccupant containing dns.




dnattr

The dnattr matching construct allows the administrator to specify an
attribute within the object itself that contains dnsto be matched. This
usually reguires the object to have an objectclass of some type meant to
store a list of, dns (groupofnames, groupofuniquenames,
organizationalrole, etc...)

Example:

access to dn="cn=Staff,ou=LIistA liases,ou=Mail Aliases,0=Morrison Industries,c=US"
by dnattr=uniquemember write
by * read

This would grant write access to the cn=Staff,ou=ListAliases,... object to
all connections whose authenticated dn is found in one of the objects
uniquemember attributes, all other connections would have read access to
the object.




Regular Expression Matching

The use of regular expressions in the matching pattern provides the
ability to construct intelligent and extrememly powerful access
control rules.

Example:
access to dn="cn=([",] +),ou=ListAliases,ou=Mail Aliases,0=Morrison Industries,c=US"
by group/groupOfUnigueNames/uniquemember="cn=$1 ListAlias,ou=ACL Groups,0=Morrison Industries,c=US" write
by group/groupOfUnigueNames/uniquemember="cn=CI S Dept,ou=ACL Groups,0=Morrison Industries, c=US" write
by * read
The above rule grants uniquemembers of the CIS Dept object under
ou=ACL Groups write access to all objects directly under
ou=ListAliases. For each object under ou=ListAliases a
correspondingly named object under ou=ACL Groups is used to grant
per object access to an arbitrary group of uniguemembers. So a
uniquemember of object cn=Staff ListAlias,ou=ACLGroups,.... would
have write access to the object en=Staff,ou=MailAliases,..... All other

connections would have read access.




Ssf

The ssf matching directive allows you to establish encryption
requi rements to objects and attributes within the DIT.

Example: Note:
access to attrs=morrisonkeypadcode Multiple conditions

VI o e can be listed, delimited
y * none )

by white space.
The above would allow a user write access to his or her own (self)
morrisonkeypadcode attribute only if his connection supported 128
bit or greater encryption. Anyone, even the user, whose connection

did not meet the encryjption requirement would have no access to
the morrisonkeypadcode attribute.




Anonymous Users

When an application binds to the DSA anonymously its bind dn
string.contains zero characters.

A rule can be constructed to match this context using regular
expressions., For example:

access to dn="(*.),ou=Customers,dc=Foo,dc=Com)"
by dn="2$$" none

This denies anonymous users read access to any object in the
organizational unit Customers.

If you're versed in regular expressionsyou'll remember that caret (") indicates "starts with"
and dollar sign (*$") indicates “endswith". So "*$" matches a string with nothing between
it's start and end, an empty string. Thefirst "$" in "/$$" escapes the second "$" for correct
interpretation.




children & entry

The ability to create or delete objectes beneath a point in the Dit,
typically an organizational unit object, is granted by providing a bind
write access to the object's children psuedo-attribute.

The ability to modify an object itsalf is granted viawrite access to the
object's entry psuede-attribute.

The example below permits members of the Human Resources and CIS Dept
groups to create and remove,objects beneath the People organizational unit:

access to dn="ou=People,dc=Whitemice,dc=0rg"
attrs=children,entry
by group/groupOfUniqueNames/uniquemember="cn=Human Resources,ou=ACL Groups,dc=Whitemice,dc=0rg" write
by group/groupOf UniqueNames/uniquemember="cn=CI S Dept,ou=A CL Groups,dc=Whitemice,dc=0rg" write
by anonymous read
by * read




selfwrite

The salfwrite access directive allows write access to an attribute, but the
bind can only add its own dn as the attribute value to the object, and
remove Its own dn as an attribute value. Thisistypically most useful for
groups to whieh users should be able to add and remove themselves, and
only themselves.

To create a group called “ Checked Out” to which any user can add or remove
their dn as a value of attribute member:

access to dn="cn=Checked Out,ou=Groups,dc=Whitemice,dc=0rg”
attr=member,entry
by dnattr=member selfwrite




A Limitation?

One "limitation" of OpenLDAP isthat the ACL constructs are
stored in the DSA's configuration file (usually slapd.conf) and thus
they can only be modified by bouncing the server.

In defense of OpenLDAP's"limitation” isthat awell thought out
directory will require few if any adjustments to the ACL constructs.

The necessity of frequent ACL changes indicates a problem with
the directories structure or implementation. Constant changes will
also inevitably result in granting access to inappropriate parties.

Design and implement,, not vice versa.

If you need highly flexible and granular access control see -
Access Control with ACI
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What is ACI?

Access Control | nformation defines a method for storing access
control directive withinthe DIT itself.

ACI augments or replaces the access control list stack usually
defined in Slapd.conf. However ACI isitself enabled viaa
traditional access control list.

To use ACI with OpenL DAP you must have arecent version of
slapd compiled with the --enable-aci directive.

ACI isstill an *“ experimental” feature.




Advantages of ACI

The single biggest advantage of ACI isthat the access control
information will be replicated along with the data to slave servers,
where as ACL updates required a manual update and restart on
each LDAP server.

Programs will alse be able to determine (by requesting the ACI
attribute) what level, of accesthey have to the object(s).

ACI information can beupdated on the fly, whereas ACL rules
require a server restart. (Thisisalso a potential weakness)




Disadvantages of ACI

Each object controlled by ACI needs it's own ACI attributes, this can
pecome a management problem as well as swell the size of the
database.

ACI access specifications are not as flexible as ACLs as ACI has no
regular expressions, inheritance, etc...

The interplay of ACI and ACL s (assuming you use both) can be
confusing.

ACI isan experimental feature,




OpenLDAPacl & OpenLDAPaci

Every object that is under the access control of ACI must have a
value attribute pair

objectclass. OpenL DA Pacl
In order to permit it to contain Openl. DA Paci attributes.

Openl DA Pac attri butes each contain a single access control
directive that applies only to the object containing the attribute.

Later versions of OpenLDAP ACI will probably support
Inheritance.




OpenLDAPaciMatch

The OpenLDAPaci attribute is defined in core.schemato use
the special equality matching policy of Openl DA PaciM atch.

However;, slapd contains, as yet, no function to perform that
type of equality match. (we did say that aci was an expirimental feature).

This can be worked around by altering -

attributetype ( 1:3.6.1.4.1.4203.666.1.5
NAME 'OpenLDAPaci’
DESC 'OpenL DAP access control information'
EQUALITY Openk.DAPaciMatch <«
SYNTAX 1.3.6.1.4.04203.666.2.1
USAGE directoryOperation )




The ACI ACL (OpenLDAPaci)

In order to enable ACI you need to add it to the access control
lists defined in slapd.conf.

You may have traditional ACL's prior to the ACI ACL but once
an matching/ACL entry containing ACI is specified

ACL's prior to the ACI entry will ACI information.

access to atr=userPassword —a— Traditional ACL applying
by self write to userPassword attribute.

by anonymous auth

by dn="cn=Manager,dc=Exampl e,dc=Com" write
access to dn="(*.),ou=People,dc=Example,dc=Com"
by dn="cn=Manager,dc=Example,dc=Com" write

b Enable ACI for all objects in
’ ' the organizational unit People.




OpenLDAPaci

The value of an OpenLDAPaci attribute is actually a hash/pound
("#") delimited list of five values:

OID#SCOPEARIGHTSHTYPEASUBJECT

So an Openk. DA Paci attribute might look like:
OpenL DA Paci: #Hentry#grant;r,w;[all]#group#cn=cis,ou=Groups,dc=Example,dc=Com

Obviousdly these can get really ugly really fast. ACI entriesare
meant to be managed programatically, not by hand.

Thefirst value (OID) Is currently ignored.

The second value (SCOPE) i1saways entry with current versions.
Additional values with special meaning (specifying inheritance,
etc...) may be supported in later releases.




OpenLDAPaci: Rights

Therxights field in an OpenLDAPaci value is a semicolon (*;")
delimited list of values.

ACTION;PERMISSION; TARGET

ACTION : grant is the only value that has any real meaning. You can

specifiy deny, but.how ACI's are processed makes it rather pointless.
deny is always assumed when no value matches.

PERMISSION : A comma delimited list of values where
r =read sS=compare W=write c=compare

TARGET : Isacomma delimited list of values where
attribute = an attribute name, example: userPassword
[all] = all atributes of object
[entry] = the object itself but no attributes
[children] = subordinate objectes.




OpenLDAPaci: Type & Subject

Thetype field of an OpenL DA Paci value determines how the
subseguent subject field isinterpreted. Valid type values are;

accessiid  Subject isadn reffering to an object that would be

used to authenticate a bind to the DSA.

group Subject isadn reffering to a groupOfNames, within  which
the dn of every member isrefferences viathe

member attribute.

self Subject field value isirredevant. Matches connections  reffering
to the object used as the context for their own

bind.

The meaning of the subject field is entirely dependent upon the value of the
type field.
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RFC2798

(inetOrgPerson)

The inetOrgPerson objectclass is probably the most commonly
used,objectclass in the LDAP world. Descended from
organizational Person defined by X.521, issimply contains
Information about a person associated with an organization
(company, government, etc...)

Attributes of InetOr gPer son

audio businessCategory carLicense

departmentNumber displayName employeeNumber
employeeType givenName homePhone

homePostal Addressinitials jpegPhoto

labeledURI mail  manager mobile pager photo roomNumber
secretary  uid

userCertificate x500uniqueldentifier  preferredlLanguage
userSMIMECertificate userPKCS12




ObjectClasses

posi XA ccount
shadowA ccount
posixGroup
ipService
ipProtocol
oncRpc

ipHOost
ipNetwork
nisNetgroup
nisMap

niSObj ect
ieee802Device
bootableDevice

RFC2307

The RFC document specifies object classes and attributes to
allow an LDAP server to provide basically the same
functionality asaNIS or NIS+ server.

RFC2307bis

RFC2307 defines posixGroup as alist
of memberuid attributes containing a
uid. Thisisnot very LDAP-ish and
means you can't use posixGroups for
LDAPACLs. RFC2307bis defines
the ability to use unigueM ember
attributes containing distinguished
names to define members of a posix-
Group. You must have an NSS
modul e that supports RFC2307his.




RFC2739

http://www.faqgs.org/rfcs/rfc2739.html

objectclass (1.2.840.113556.1.5.87
RFC2739 defines a method for sharingthe ~ NAME ‘calEntry!

. DESC 'Calendering and Free Busy information'
location of calender and free/busy SUP top AUXILIARY

: . : : MAY (caCaURI $ caFBURL $
Information stored in vCard and iCalendar ol CAPUR! $ cal CAlAGTURI $

(ifb and ics) formats. calOtherCalURIs $ cal OtherFBURLS $
cal OtherCAPURIs $ cal OtherCalAdrURIs

The objectclass and atttibutes defined in this

RFC permit an object to contain URIs _ R ,
iICalendar is the "Internet Calendering

directing calendering clients to the appropriaté . scheduling Core Object
files. Specification’ - RFC2245

Compatible with vCard is defined in RFC2426
Ximian Evolution

An OpenL DAP 2.x compatible schema file of the attributes and

objectclass defined in RFC2739 isavail able at -
ftp://kalamazoolinux.org/pub/projects/awil liam/misc-1dap/rfc2739.schema




subschema
LDAProotDSE
L DA PsubEntry
referral
uidObject
dcObject
simpleSecurityObject
dynamicObject
|abeledURIObject
extensibleObject
cRL DistributionPoint
dmd
userSecuritylnformation
groupOfUniqueNames
certificationAuthority | certificationAuthority-V2
strongA uthenticationUser
device
applicationEntity dSA
organizationalRole
applicationProcess
groupofNames

residential Person

person
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organization
locality
country
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pilotDSA
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Hierarchy: nis.schema
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Attribute type OIDs are defined as
1.3.6.1.1.1.1.x and objectclass Ol Ds are
defined as 1.3.6.1.1.1.2.x. For more
information on this schema see the
System Integration section, specifically
concerning PAM and NSS.

Also see RFC2307 and RFC2252.

These objects should have a
structural object class of
“device” (see core.schema).




Hierarchy: Kerberos V & Samba

krb5-kdc.

(krb5-kdc.schema & samba.schema)
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The Samba project uses the OID Sam—ba'
scheme of 1.3.1.5.1.4.1.7165.2.1.x Schema
for defining attribute types and
1.3.1.5.1.4.1.7165.2.2.x for defining top
objectclasses. This schemarequires
attributes defined in cosine and

This schema s under the authority of  inetorgperson.

PADL (the NSS and PAM for LDAP

maintainers). Attribute types have

OIDs of 1.3.6.1.4.1.5322.10.1.x and

objectclasses have OIDs of

1.3.6.1.4.1.5322.10.2.x These obj ectcl asses

are an expiremental
extensions of Winbind.
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javaNamingReference
javaObject | javaMarshalledObject
javaSerializedObject
javaContainer

9 nisMailAlias
= | inetLocaMailRecipient

M SC.
schema

See the section on
integration with sendmail

for more information
concerning this schema.

organi zational Person | InetOrgPerson

schema

corbaObjectReference
corbaObject
corbaContainer

ABSTRACT
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STRUCTURAL

OpenL DA PdisplayableObj ect
pilotPerson

inetOrgPerson

organizationalUnit | OpenL DAPou
organization organization

n
Lo
L
O
o
<
1
qv)
=
D
L
O
p
S
o
S

OpenL DA Pperson

openldap.schema




LDAP
(System

Integration)




syslog

On most pl atforms OpenL DA P uses the syslog daemon to process log
messages, \using the local4 facility. So an /etc/syslog.conf entry like:

locald.* /var/log/ldap
would record LDAP messages in the specified file. AsLDAP can
generate a lot of log messages if is recommended that you use the "-"
prefix so that syslog does not flush the log file after every message,
which serioudy degrades performance.

local4.* -/var/log/ldap

If you log LDAP messages with sysl og be sure to update your log rotator
accordingly.




/etc/openldap/ldap.conf

The defaults for the OpenLDAP libraries and utilities are read
from the |dap.conf file in the OpenLDAP configuration directory
(/etclopenl dap for RedHat and RedHat based distributions).

BASE@Es \/\Vhitemice,dc=0rg
Default search base.

HOST estatehi temice.org
PORT 389
Default LDAP server and port.

SIZELIMIT 50
Maximum number of objects to retrieve from a query. A
value of zero implies no limit.




/etc/openldap/ldap.conf

The defaults for the OpenLDAP libraries and utilities are read
from the |dap.conf file in the OpenLDAP configuration directory
(/etclopenl dap for RedHat and RedHat based distributions).

TIMELIMIT O
How long te wait for the results of aquery. A value of zero
Indicates an Infinite time out.

DREF { neveriseanchi ng|finding|always}
Whether to de-reference aliases, the default it never.
This option is not available for OpenLDAP 1.2.x

SASL SECPROPS <properties>
Used to establish various Cyrus SASL operational properties.




The LDAP NSS Modules

GLIBC systems use the NSS (Name Service Switch) to resolve
name information such as user names, home directories, host
names, etc... NSSallowsfor flexibility as modules can be added
and removed dynamically, and "stacked" so a system can use
multiple name spaces.

The NSS module for LDAP is developed by PADL software.
http://www.padl.com

The NSS module isprovided with most distributions including
RedHat and SuSe.

For more information on NSS see;
The nsswitch.conf man page.
http://www.kal amazoolinux.org/presentations/20000328/




The LDAP PAM Module

PAM is asystem service supported by most modern UNIX and
UNI X like operating systems that handle user authentication and
access to system resources. PAM modules are shared libraries that
are configured in a"stack” in order to construct robust and flexible
resource controls and user authentication.

The LDAP medul e supports a variety of password encryption
schemes including the ability to change a password stored in
OpenL DAP (viaexop), Netscape Directory, NDS, or Active
Directory.

The LDAP module can restrict access based upon the host attribute
of the users account objectel ass and/or upon group membership.




A PAM LDAP login file

#%PAM-1.0

auth required
auth required
auth sufficient
auth required
account  sufficient
account  required
password required
password required
password required
session  required
session  optional

/lib/security/pam_securetty.so
/lib/security/pam_nologin.so
/lib/security/pam |dap.so
/lib/security/pam_unix_auth.so try first_pass
/lib/security/pam |dap.so
/lib/security/pam_unix_acct.so
/lib/security/pam_cracklib.so
/lib/security/pam _|dap.so
/lib/security/pam pwdb.so use first_pass
/lib/security/pam_unixX_session.so
/lib/security/pam console.so




[etc/Idap.conf

The file /etc/ldap.conf isthe configuration file for the PAM and
NSS LDAP modules.

The most common parameters for the |dap.conf file are:

host 192.168.3.1
The IP address of your LDAP server

base dc=whitemice,dc=org
The start of your directory tree

Port 389
The port on which your LDAP server listens

|ldap version 3
Either 2 or 3, the LDAP protocol version of your LDAP server.
Versionis 2 for OpenLDAP 1.2.x.and 3 for OpenLDAP 2.0.x




[etc/Idap.conf

timelimit 30
The maximum query time. Authentication operations whose queries
do not complete within thistime are assumed to fail.

pam filter objectclass=account
Allows specification of afilter used to limit queries by PAM.

pam_passwordy clear | crypt | nds|ad | exop | md5 }
Determines how PAM should handle (usually encrypt) password
changes.

binddn cn=proxyusede—cxample,dc=com

bindpw secret

If the LDAP server does not.permit anonymous binds or queries the
PAM module can be set to bind as a specific DN with the given
password.




Administrative
Password Changing

In order te maintain the expected ability of the superuser to change any
user's password via 'passwd { username} ' pam _|dap.so will require the ability
to bind to the DSA with adn granted the ability to modify any user's
userpasswd attribute.

This can be accomplished by setting the rootbinddn attribute in /etc/lIdap.conf
to a dn with the required authority. pam |dap.so will then expect to find the
required password in thefile /etc/ldap.secret. Be sure to create
/etc/Idap.secret with sufficient filesystem protection that you are not
exposing an administrative password.

Typically thisis accomplished via the following commands:
chown root.root /etc/ldap.conf; chmod 600 /etc/Idap.conf

If you also use the shadowA ccount objectclass on user objects the provided
dn will also require the ability to modify the shadowL astChange attribute.




auth

auth

auth

auth
account
account
account
password
password
password

sessionrequired
sessionrequired
sessionoptional

passwd PAM file

(/letc/pam.d/passwd)

required
sufficient
sufficient
required
sufficient
sufficient
required
sufficient
sufficient
required

/lib/security/pam_env.so
/lib/security/pam_unix.so likeauth nullok
/lib/security/pam |dap.so use first_pass
/lib/security/pam_deny.so
/lib/security/pam_unix.so

/lib/security/pam _|dap.so
/hib/security/pam_deny.so

[lib/security/pam |dap.so
[lib/security/pam_unix.so nullok use authtok md5
[lib/security/pam_deny.so

/lib/security/pam_limits.so
/lib/security/pam unix.so
/lib/security/pam _ldap.so




The shadowlLastChange Bug

If @ user's object has an objectclass of shadowA ccount, upon changing or
setting the password, pam_|dap.so will attempt to update the shadow
attribute shadowlL astChange.

The userpasswd attribute is modified via abinding either the DN defined
In /etc/ldap.conf (passwd command executed as the superuser) or asthe
user's dn (passwd command executed by the user).

The shadowlL astChange attribute should be modified in the context of the
same binding, however, prior to version XXX of pam |dap.so the PAM
module would rebind annonymously in order to modify

shadowL astChange. This caused the updating of shadowL astChange to
fail unless anonymous binds were permitted write authortity on the
attribute (a bad ideq).

A user does require the ability to modify.their own shadowL astChange
attribute in order to provide shadow functionality via pam |dap.so.
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Migration Scripts

PADL .com (Luke Howard) maintains a collection of Perl scripts
used to migrate the traditional UNIX flat files (/etc/passwd,
letclhosts, etc...) to LDIF format for loading into an LDAP DSA.

These migration scripts are provided in the openldap-servers
package on the RedHat distribution and installed in the
/usr/share/openldap/migration directory.

The migration scripts require that, at minimum, the nis (RFC2307)
schema be installed,on the server. If an extended migration isto
be performed the mise (RFC822) and inetorgperson (RFC2798)
needs to be installed aswell. inetorgperson in turn requires the
core (RFC2079 and RFC2256).and cosi ne (RFC1274) schemas.




Using the scripts...

The file migrate_command.ph isincluded by all the other
migration scripts and is used to define the naming contexts to
which the datawill be migrated.

Use atext editor to set the following val ues:
RFC2307BIS

Set to 1 if you intend to use RFC2307BIS or Oif you will be
using RFC2307.

DEFAULT MAIL A\DOMAIN
Define your mail domain, used only for extended migration.

DEFAULT _BASE
The base of your organizations DIT

EXTENDED SCHEMA
Set to 1 for an extended migration or O for a simple migration.




Using the scripts...

Once the proper values have been defined in migrate_common.ph
using the scripts is straight forward:

Jmigrate passwd.pl /etc/passwd /tmp/passwd.ldif
{migrate script} {sourcefile} {output Idif file}

The output files can of course be modified with any text editor or
processed via additional scripts.

Note: The extended migration produces kerberosSecurityObject objectlass
attributes with the assumption that the Kerberosrealm is the

DEFAULT _MAIL DOMAIN in al upper case. If your Kerberos domainis
different you can use sed to change the neccesary attributes. If you do not
participate in a Kerberos realm you can remove the krbname attribute and the
kerberosSecurityObj ect objectclass designation.




Extended Migration

An extended migration of an /etc/passwd entry:

dn: uid=awilliam,ou=People,dc=whitemice,dc=org
LRGSR 1 Most migrations will be extended, basic
cn: Adam Williams _ : g !
givenname; Adam migrations are usually performed when the

sn: Williams LDAP system will be used soley as a

mail: awilliam@whitemice.org
objectClass: person replacement for NIS.

objectClass: organizational Person A basic migration of an /etc/passwd entry:
objectClass: inetOrgPerson dn: uid=awilliam,ou=Peopl e,dc=whitemice,dc=0rg
objectClass. account uid: awilliam

objectClass. posixAccount cn: Adam Williams

objectClass:. top objectClass. account

objectClass. kerberosSecurityObject objectClass. posixAccount

userPassword: { crypt} Cp.KeR/otnyQE objectClass: top

krbname: awilliam@WHITEMICE.ORG  userPassword: { crypt} Cp.KeR/otnyQE
loginShell: /bin/bash loginShell: /bin/bash

uidNumber: 500 uidNumber: 500

gidNumber: 100 gidNumber: 100

homeDirectory: /home/awilliam homeDirectory: /home/awilliam

gecos. Adam Williams gecos: Adam Williams




What can be migrated?

The stock migration scripts migrate the following files:

Mail Aliases (/etc/aliases) Automounter | nformation*

File System Table (/etc/fstab) Group Information (/etc/group)
Hosts (/etc/hosts) Netgroups

Network Table (/etc/networks) User Information (/etc/passwd)
Protocols (/etc/protocols) RPC Information (/etc/rpc)
Services | nformation (/etc/services)

*There is some dispute over the correct schemafor LDAP driven NFS
automounters. It isadvised you refere to the OpenL DAP-software mailling list
archives for more information.

Older version of nss_ldap, or nss_|dap on some platforms, may
not support all the mapsin LDAP.
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posixAccount Object

An entry of
student: x:502:502::/home/student:/bin/bash

In /etc/passwd eorresponds to a posixAccount object of

dn: uid=student,ou=People,dc=Whitemice,dc=0rg
uid: student

cn: student

objectClass: account

objectClass: posixAccount

objectClass: top

objectClass. shadowA ccount

userPassword: { crypt} $1$1MyD/Wo0$hhxqsRf CP/3HZV 3f3Y 6ed/
shadowL astChange: 11702

shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 502

gidNumber: 502

homeDirectory: /home/student



posixGroup Object

An entry of
users:x:100:mwilliam,awilliam

in /etc/group corresponds to a posixGroup object of RFC2307

objectClass: posixGroup
objectClass: top
CN: USers dn: cn=users,ou=Group,dc=Whitemice,dc=0rg
userPassword: { crypt} x objectClass: posixGroup
gidNumber: 100 OR objectClass: top
memberUid: awilliam Ch: users
memberUid: mwilliam userPassword: { crypt} x
gidNumber: 100
memberbid: cn=Adam Williams,ou=People,dcA
memberUid: cn=Michelle Williams,ou=Peopl e,

dn: cn=users,ou=Group,dc=Whitemice,dc=0rg / RFC2307bis




IpHost Object

An entry of
127.0.0.1 locahost laptop0l1.whitemice.org laptop0l
In /etc/hosts corresponds to an ipHost object of

dn: cn=localhost,ou=Hosts,dc=Whitemice,dc=0rg
objectClass: top

objectClass: ipHost

objectClass: device

IpHostNumber: 127.0.0.1

cn: local host

cn: laptopO01

cn: laptopO0l.whitemice.org




IpService Object

An entry,such of
jetdirect  9100/tcp |aserjet hplj
IN /etc/services corresponds to an ipService object of

dn: cn=jetdirect+ipServiceProtocol =tcp,ou=Services,dc=Whitemice,dc=0rg
objectClass: ipService

objectClass: top

IpServicePort: 9100

|pServiceProtocol: tcp

cn: jetdirect

cn: hplj

cn: laserjet

description: | P service 9100 (jetdirect)




oncRpc Object

An entry of

fypxfrd600100069 freebsd-ypxfrd
In /etc/rpce corresponds to an oncRpc object of

dn: ecn=fypxfrd,ou=Rpc,dc=Whitemice,dc=0rg
objectClass: oncRpc

objectClass: top

description: RPC fypxfrd

oncRpcNumber: 600100069

cn: fypxfrd

cn: freebsd-ypxfrd

description: ONC RPC number 600100069 (fypxfrd)




IpProtocol Object

An entry of
pipe 131 PIPE # Private IP Encapsulation within IP
In /etc/protocols corresponds to an ipProtocol object of

dn: cn=pipe,ou=Protocels,dc=Whitemice,dc=0rg
objectClass: ipProtocol

objectClass: top

description: Protocol pipe

IpProtocolNumber: 131

cn: pipe

description: | P protocol 131 (pipe)




LDAP
(Bind & SRV

Records)




What is an SRV record?

Traditionally DNS is used to find the | P address corresponding to some
name, or vice versa (A type "A' record).

The DNS MX record is used to locate the host that handles mail
(SMTP) for agiven hostname or domain. This may or may not be the
same host that corrsponds to that | P address.

(One host may handiemaihdestined, in name at least, for a number of other hosts. DNS M X also lets the
adminsitrator specify severahimail recelving hosts in case one or more servers are down.)

DNS SRV records can\be thought of as the next evolutionary step from
MX records. Whereas MX lets you specify the SMTP host for a
domain, SRV lets you specify the hosts in a domain that process ANY
protocol.

Instead of configuring N clientsto use 192.168.1.18 for IMAP, you
smply add an IMAP SRV record toyour DNS host and clients
discover what host(s) offers the IMAP.protocol and service.




Contents Of An SRV Record

Service.Protocol.Domain TTL Class Priority Weight Port Target
TR /| 4 / / ‘<

ey “ The host name.
The TCP or UDP port the services listens on.

~ Used for load baancing. Hosts with equal priority
will be balanced at arate proporiona to their weight
verses the sum of the weight of all matching records.
/ Thisisa 16 bit value, starting from 0.

: Processed the same way as priority for an MX record, the client must
/ attempt the hosts in priority order, lowest first. Thisisa 16 bit value,

// starting from O.

o\ " The standard DN class val ue.
/' The standard DNS time-to-live val ue.

The domain this record corresponds to.
The IANA protocol name; typically udp or tcp. Thisfield is case insensitive.
The IANA Service Name; Idap, imap, etc... Thisfield s caseinsensitive. Local values may be defined.




1123 vs. 2181

SRV protocol and service namestypically begin with an underscore
character.

According to REC 1123 the first character of a DNS value must be either a
letter or adigit. By convention DNS names are ASCII.

RFC 2181 states that a DN'S value can be any binary string, and has no
neccesary relationship te ASCII. The most common character set for DNS
values is UTF-8, a Unicode character set that is a superset of ASCII.

UNIX stalwarts bemoan this as a Microsoft assult upon standards.

In actuality, since the Internet is global and all modern systems understand
Unicode (which is a good thing), REC 2181 just makes good sense.




SRV records and bind

Vey late versions of Bind 4, and all verison of Bind 8 &9 support SRV
records.

Some versions of Bind enforce RFC 1123, this can be disabled by
placing the'check-names ignore;' directive in the approriate stanza of
your /etc/named.conf file (or equivalent).

If you have a zone stanza such as - Y ou must run nsupdate

zone "whitemice.org" { from a host permitted to

type master; modify the zone.
file "whitemice.org";
check-names ignore;

alow-update { 192.168.3.1/32; };
W

Y ou can load SRV records using the nsupdate command:
$ nsupdate

>update add _|dap. tcp.whitemice.org. 99999 . SRV 0 0 389 estatel.whitemice.org.
>

>ND




SRV and nss_ldap

To use SRV records with LDAP your Dit must conform to the RFC
2247 naming context. Example: dc=whitemice, dc=0rg

Once the client knows its domain (probably via DHCP) it retrieves
the SRV record(s) matching |dap. tcp.{domain}. Thusno LDAP
server or base address needs to be defined in /etc/Idap.conf for use by
nss |dap.




Non-Conformists

pam_ldap

The current (as of RedHat 7.2) pam |dap modules from PADL to not
support resolving LDAP host location viaDNS SRV. Since, where
NSS LDAPIs used PAM LDAP isamost always employed, this
severely limits the actual usefulness of DNS SRV at this point

OpenL DAP utilities

The Idap utilities seem to still require aBASE directivein
/etc/openldap/ldap.conf, but do resolve the LDAP host using SRV
records. Thisannoyancecan be worked around by setting the

L DAPBA SE environment variable to the default base.

export LDAPBASE=hosthame | sed "g\./,dc=/g" | cut -f2,3 -d","




LDAP

(Data Tips)




Loading Tip: Objectclass

\When loading data into any given DSA the objectclass
attributes should immediately follow the DN.

dn: en=A dam Williams,ou=People,dc=Whitemice,dc=0rg
objectelass. inetOrgPerson

mail: awilliam @whitemice.org Good.

dn: cn=Adam Wilhiams,ou=Peopl e,dc=Whitemice,dc=0rg
mail: awilliam@whitemice.org
objectclass: inetOrgPerson Bad




Loading Tip: Normalize DN

The LDAP specification do not mandate that DSAsimplement DN
normalization, thereforeit isbest to note load DN'sinto a DSA
which contain spurious spaces.

GOOD: dn:en=Adam Williams,ou=People,dc=Whitemice,dc=0rg
dn:cn=Adam Williams, ou=People, dc=Whitemice, dc=0Org

AN AN AN

LDAP servers aso do not trim trailing whitespace of attribute
values.

GOOD: \n

\n




Misc. Data Loading Tips

1. If aline starts with asingle space or atab it is considered to be

part of the preceding attribute. paragraph: Successis countest sweetest
by those who ne're succeed
to comprehend a nectar
requires sorest need.
Not one of al that purple host

: : . who took the flag today
2. If aattribute value begins with a e

greater than (<), colon (), space or so clear of victory
: : as he defeated dying
contains an unprintable character the ) nose forbidden ear

value will be base64 encoded. When  thedisiant strains of triumph break

agonized and clear

directly displayed this will be
Indicated by a doubl e colon after the attribute name.

userpasswd:: 2ec4fis8348d38dHG87ad8gh

VAVAN

Programs requesting the val ue will receive the unencoded value.




Invalid Data

If, when trying to load an LDIF file into the DSA, you receive an
‘inavlid data’ message; check your LDIF file for the following problems:

1. Extraneous\white space, escpecidly following the values (trailing).
2. Improperly encoded characters, LDAPv3 uses UTF-8
3. Attributes with no val ues (empty values).

See http://www.openldap.org/fag/data/cache/648.html




Non-English Data

If your data contains accented or non-english characters (¢, , &) you will
need to convert your LDIF fileto UTF-8 before loading it into the directory.

Most Linux distributions provide the iconv utility for this purpose (packaged
In glibc-common on the RedHat distribution).

Iconv -f 1S0-8859-1 -t utf-8 filename.ldif > filename-utf-8.1dif

where 1s0-8859-1 (the default Linux 8-bit character set, ASCII superset) isthe
source encoding and utf-8 Is the output encoding.

The encodings known to iconv can be listed with the iconv --list command.

Most encodings aso have their own manual page if you need further
Information. Such as“man iso 8859-1".




Binary Data

Some aitributes, jpegPhoto for example, are meant to contain binary data
which cannot be represented in an LDIF file in a convenient way.

The “<” operator circumnavigates this problem, indicating that the value
for the specified attribute should be read from an external file.

JpegPhoto < file://[tmp/photo.jpeg

The above would load the contents of /tmp/photo.jpeg as the value of the
attribute jpegPhoto.

Binary data stored in the DSA s presented to the command line toolsin a
base64 encoding. Processes accesing the DSA viathe APl will percieve
the datainits original form.




LDAP

(Utilities)




OpenLDAP Utilities

|dapsearch Allows a user to submit arbitrary queriesto a
directory server.

ldapmodify  Allowsauser to submit modifications to a directory.
ldapadd  Allows a user to add a new object to a directory.
|dapdelete Allows a user to delete an object from a directory.

ldapmodrdn  Allows a user to modify the distinguished named
of an object in adirectory.




LDIF

L DAP Directory Information File.

dn: uid=awilliam,ou=People,dc=whitemice,dc=org

uid:awilliam v A 4

cn: Adam Williams First lineisa"dn".
objectClass. account

objectClass. posixAccount

objectClass: top Colon seperated values.
userPassword: {.crypt} dLJOEr.9dNSww

loginShell: /bin/bash

uidNumber: 500

gidNumber: 100

homeDirectory: /home/awilliam 4 Blank line is the end of an operation.
gecos. Adam Williams (Operations are atomic.)

dn: uid=awilliam,ou=People,dc=whitemice,dc=org With "changetype” you
changetype: modify <« : - can specify what type of
ImPassword: DEDB6BA7801B6C39613E9203942500F0  operation to be
ntPassword: 371BFF26E250401744161832D144592A performed.

smbHome: \\mie\homedir

homeDIiiE The LDIF file is a quasi-standard way of storing

directory information outside of the directory.




LDAP Queries

ldapsearch " (& (uid=awilliam)(objectclass=account))" cn uidnumber
A v v v [ 3

Operator Condition(s) Attributes
\ 4 A < to return.

|dapsearch,” (|(uid=awilliam)(objectclass=account))” 4

ch
OperatorsMeaning Oper atorsM eaning

& And = Appoximately Equals
| Or < LessThan

I Not > Greater Than

() Group = Equas

M eta-attributes such as modlifiersName, modifyTimestamp,
creatorsName, and createTimestamp must be requested by name.
(They are not returned by default.) Lastmod must be on or these

attributes do not exist.




ldapsearch

|dapsearch [options] [query] [attributes requested]

Options

Query Targets:
- hestname}

-p {pork, default = 389}
-b { search base}
-S {search type: base | one | sub}

Query Results
-S {sort by attribute}
-f {file name, each line is executed as a query}
-t Write results to a set.of temporary files.
-L Return resultsin LDIF.




Requesting Attributes

|f you do not pass alist of requested attributes (delimited by white
space) to ldapsearch it requests al the non-operation attributes of
all matching objects. Thisisthe same behaviour asit you passed it
the attri bute request string "*".

If you wish to see all operation attributes use the attribute string of
"+ Thiswill return alist of only the operation attributes. If you
wish to see all of both the normal and operation attributes pass the
attribute string of "+ -".

The attribute strings of "+", and "*" can be used in addition of listed
attribute names to customize the returned data. For example:
* modifytimestamp

The above would return all normal attributes and the operational
attribute modifytimestamp (and no other operation attributes).




ldapmodify / Idapadd

The [dapmodify and |dapadd utilites are used to modify or add to
the contents of the DIT (respectivley). They offer basically all
the same options for binding, etc... as |dapsearch.

The default behaviour of |[dapmodify and |dapadd is to abort if an
error condition occurs. The -c option changes the behaviour,

allowing the commands to continue, ignoring error conditions.
Note: Operations on an object are atomic, all operations on a single object
elther succeed or fail\as awhole.

Other Options
-M Enable the Managebsal T control
-f {file}  Process LDIFfileinstead of standard in.
-n Show what would be done, but don't do anything.




ldapmodrdn

While the dn of an object is an attribute it cannot be modified viathe
|dapmodify command as it is the key used by the LDAP AP

ldap modify(LDAP* Id, char* dn, LDAPMod* modg[]) function.
To modify the rdn of adn requires calling |dap modifyrdn2(LDAP*
\d, char* dn, char* newrdn), which is exactly what |dapmodrdn does.

Most of the options available to Idapmodify (-n, -c, -M, €tc...) are
also available to |dapmodrdn.

\dapmodrdn [ options] [[ -f file] | [ dn rdn]]

|dapmodrdn can proeesses a file composed of pairs of lines seperated
by one or more blank lines, for example:

cn=Adam William, ou=People,dc=Whitemice,dc=0rg

cn=mailliw madA

Would change the RDN of the object specified in thefirst line to that
specified on the second line.




Binding with the utilities....

If your DSA does not permit anonymous queries, or you need
access to attributes not permitted to anonymous binds you need to
establish an authenticated bind. The ldapsearch, |dapmodify, and
ldapadd commands have severa options that pertain to how thisis

performed.

-x Use Simple Authentication

-W Prompt.for simple authentication password.

-D {dn} DN with which to attempt an authenticated bind.
-w {secret} Password for authenticated bind.

-U {auth id}  Authorization ID with which to attempt SASL.
-Z {mech} Select the specified SASL mechanism.

-| SASL Interactivemode (prompt).

-Q SASL queit mode (do not prompt).




slapadd

slapadd is used to initially populate aDIT from an LDIF file. It creates
the database files, and dapd should NOT be running while using
slapadd. Creating a DIT with slapadd is much faster than loading it via
|dapadd to slapd.

Options
-| {file}, By default dapadd reads LDIF from standard in.

-n# Sincemultiple databases may be defined in the

slapd.conf file, -n allows you to specify the

first, second, third, etc... database defined.

-f{ file} Look toasapd.conf file other than the default

~ for database and schema definitions. B |

-c Enable continuous operation, by default Slapadd  aborts upon
envountering an error condition.

-d# Set the debugging level, handy for when

sapadd is having trouble with your LDIF file

and you don't understand why.




slapcat

slapcat is the functional opposite of dapadd. It reads the database
files directly and produces LDIF output. By default the LDIF
Infermation iswritten to standard out unless afile is specified

with the -| option. Note: The -l option specifies a destination file with
slapcat, whereas it specified an input file with slapadd.

slapd should be disabled or switched to read-only operation while
the slapcat operation is performed.

L DIF is the recommended way to backup to DIT as it avoids
database library version issues should the DSA software be
upgraded or modifiedin addition to the fact that errors within the
L DIF can be corrected with any text editor.

slapcat processes the all of the same command line options as
dapadd (-n, -c, etc...).




LDAP
(Third

Party
Utilities)




gg

gg isan LDAP v3 utility for GnaOME:

DLT browseing and editing.
Connection encryption (TLS)

L DAPV3 schema browser.
Objectclasses) attribute types, matching rules, and |dapSyntaxes.

Simple and Kerberos binds.
Exporting to LDIF.

A variety of password encryptions.




gg

(Object browser and editor)

File

Search Browse ‘ Schema‘

= localhost
= do=Whitemice,dc=0rg

=~ ou=Feople
[ cn=hin
I+ cn=root
I ch=dagmon
b ch=adm
= chn=lp
[» Ch=sync
[ cn=shutdown
I+ cn=halt
I+ ch=mail
[+ Ch=news
[r Cr=uucp
[» chn=games
v cn=Adam Williams
I cn=Brian Ritz
I ch=hichelle Williams
B chn=David Minard
[ ch=saned
[ ch=informix
I» cn=pcnet
I ch=mailnull

=/ g

dn

objectClass

||::n=.-'-‘«dam Williams,nu=F'ec|pIe,d|:=white|

|persc|n

|nrganizatinnaIPersnn

|inetOrgPersan

|accuunt

|pusix.ﬂuccnunt

|tDp

|kerbernsSecurityObjec1

|samha.~‘-‘«ccnunt

[ Williams

T T

Refresh

e

4l
|




gg

(Schema browser)

File

Search I Browse Schema

localhost . | : I ) J I
Ohjectclasses | attribute types | Matching rules | Syntaxes
EE— ohjectClasses | yp g y

—accaunt

Mame Required attributes

—alia

nEntity |app|icatiDnEntity ﬂ presentationaddress
—applicationProcess Description ch
—automount
— automounthdap I
—hootahleDevice ;
— certificationautharity QIb Allowed attributes

— cerificationauthority - W2 |2.5.E.12 supportedapplicationContext
—country seedlso

— cRLDistributionPaint Superior ou

—dcOhject Imp o
—davice I
—dmf kind description
—dMSDamain |Structura|
—document
F—documentSeries [ Obsolete
—domain
—domainRelatedObject
—d5a
—dynamicOhject

=chema search on ch=3ubschema




| dapdiff

(http://webtomware.rhoen.de/)

ldapdiff compares the contents of arunning LDAP version 3DIT
with the contents of an LDIF file. |dapdiff produces delta LDIF
filesthat in conjunction with |dapdel ete, Idapmodify, and
ldapadd can bring the DIT into sync with the contents of the
LDIF file.

rhoen.de
IN-Kompetent e.V.




HAD

Hyperactive Directory Administrator
(http://hww3.riverweb.com/hdadmin/)




KDE Directory Administrator

(http://www.carillonis.com/kdiradm/)

KDE Directory Administrator isthe equivaent of GNOME's gqg (including
schema browsei ng)

except that is does C

not support S
KerberosV (Gssap) & . = *3“‘
or SSL, soal I'S ® dezdebion,domors

| & 'Entr*q Details

’ D host=murphy, oushosts,. do=debian. do=org
o A a = 1-'_|u=h-.-’_t5 creatorsnans s1d=.jg9, oususers. de=debian, dosorg
communication with ot L e
. bt snibal bava createt imestang [13330329040641 7
the DSA is performed host.-debussy bost
. host.=f aure
In clear text. hast.<s]uch fobsectclass  [or
hosthanth description List and Backup Server
host=klec -
host =k b i ck most name e ply , et an, org
host =k -
architacture 1 ik
host=] .
host=master distribution potato Debian GMU/Lir
host=merulo il r
cCess reastricted
host =paer SPONSOr Brainfood http:/brainfood, com’
host —pardor a - .
T P —— - sponsor—admin  |debian—adminkbral nf ood. com
host =saens Iollle
al J DI ¢ e




Directory Administrator

(http://www.usm.edu.ec/~amadorm/directoryadmin/)

Directory Administrator isa GNOM E application used to
specifially manage the POSIX user/group objectsinaDIT

This includes adding and removing both users and groups, group
membership management, password policies, password changes as
well as extended inetOrgPerson information and mail attributes.

Directory Administrator also
supports assigning per host login
privilages based upon the host
attribute of the account objectclass
defined in cosine.

Support for both RFC2307 and
RFC2307bis group membership.




Directory Administrator

(Screenshots

Fre—————
Modify user %

2 SJ—- . -I Extended J LIM I account] Fassword policies I E-mail I #ccess control
Directory Administrator is  §
User|D:  |ldap DM: Fystem accounts,do=YWhitemice,dc=0rg

aclean, fast, and straight e
forward appl |CaI| on for C-cnmmnn name:  [LDAP User-
Mangeing\POSI X usersand [T REEE

groups....

Change password

[T PR —
Maodify group Lo

Basic information  Group members‘

secondary members of this group
You can drag user icons from the main window and drop them on the list <:9 OK |

Distinguished name User 1D

cn=Adam Williams,ou=People,dc=whitemice,d
ch=Brfian Ritz,ou=People,dc=whitemice,dc=0r

cn=Michelle Williams,au=Feople,dc=whitemice ... and may be reason enough
itself to integrate a small
network with LDAP. Even the
mere user could be easily
trained to use this application.

& Cancel |

Add user.. | Remove user |

ok & Cancel |




LDAP Browser / Editor

(http://www.iit.edu/~gawojar/ldap/)

LDAP Browser / Editor isa Java (version 1.2.2 or greater ) LDAP client that
works on Win32 and UNIX/Linux platforms.

The client can operate as a stand-alone application or as asigned or unsigned
web broweser applett. Supports

*
ELDAF" Browse\Editor ¥2 8 - [ldap: //doegrid ez net 389/0=Globus . c=15] SSL

™ o :.;; = = » External attribute editors
| LIIEIE. 8 © LDIF import and export

[ o=Globus,c=US 4] amibute |

@ [ o=Globus, =5 [d d t24411] { Jou Directory Administrators 7
- i - | Entities with administrative access - ObJ eCtCl aSS templ at%

§ [0 0=DOE Science Grid [doeqrid es.net 389 description

Lo =Berkeley Lab Grid binkley bl govie] |0hieciclass  top .
S mmtoker Lok S b b o | |objectclass  organizationalunit * Blnary Val ueload and unl Oad

@ [(Jou=Dired te

@ [ qu=ESm 26384

Lise W and DES Crypts. .
R | Image and Cetificate viewing.
ou=ESpecial Users (=4 5 5 .

@ [ o=National Aeronautics and Space Admi M U| tl pl e %SI On (DSA'S W|th

@ [ ou=Ames Research Center

s ; ® different configurations).

4

4
Ready




odb2ldif

(http://uslinux.net/scripts/)

pdb2ldif isa perl script used to sync Palm PDB address book files
with an LDAP server.

I ux Networks, LLC ,é\'
[he Linux Implementation and lntegration Specialists




LDIF To VCard

http://www.pawebworld.com/~barninger/Idif to vcard.html

A simplePer| script for converting LDIF files (particularly those
generated by Netscape) to VCard format for use with rolodex type
applications such asthe GNOME Card.

This utility requires perl-ldap (http://perl-ldap.sourceforge.net/) and the
Convert::ANSI modules to be installed on the system.

The utility will process M S-DOS style text files and handles the first

name, last name, and e-mail attributes as well as home, work, and cell
phone numbers.




ISPMan: Schema Editor

Avallable at - http://www.ispman.org/schemaleditor/

|SPMan: Schema Editor can parse LDAP version 3 (OpenLDAP
version 2.x) schemafiles and present them as browseable

Information,, Schema's can also be defined an exported as
compliant files.

|SPMan: Schema Editor isa PHP/MySQL application.

2\

What is |SPMan?

e | SPMan is adistributed system to manage

Jhorm Boaciammes Jiviess s biwrsl components of ISP from a central management
Intexface. These components run accross

e . g frontend and backend servers.

o R oy s s asiomnie http://www.ispman.org

applicationEnity writting their owm schema.




CPU

(http://cpu.sourceforge.net/)

The CPU project provides replacements for the BSD style useradd / usermod /
userdel andgroupadd / groupmod / groupdel management utilities. These
utilites also alow easy management of the shadow password related attributes.

From the cpu manual page

Thisis the base to add usersto, takes the form of o=dbaseiv.net,c=us. If specified here, the entry in the config file isignored.
The gecos comment for the users LDAP entry

root of home directory

Bind DN [ required if not specified in config file ]

config file[ if /etc/cpu.cfg is not found this is required for all operations]

Usersfirst name, this will populate the givenname attribute and be combined with -L (lastname) to create the Common Name (cn)
Group ID [ integer, required if name not found in password file]

Hash to use [ string, options are crypt shasmd5 and ssha |

Skeleton Directory [ not required, desired. Can\by defined by skel_directory in config file or command line switch |

Users last name. This will populate the sn attribute and be combined with the first name to create the common name (cn)
Make home directory [ Used in conjunction with name, home root, and skeleton directory |

This should probably be the users email address. Defaults to username@

User password [ required for non-interactive use |

User Password [ prompts for user password |

Remove home directory. Only used for userdel

shell [ required if not defined by default_shell in config_file]

Shadow Password - take password from file specified by shadow_file in config file

User ID [ integer, required if name not found in password file ]

Bind Password [ required if not specified in config file ]

Bind Password [ prompts for bind password ]




LDAPULIIS

(http://fanying.fanying.com/projects/Idaputils.html)

LDAPULIIsIsasmall collection of Perl5 scripts for syncing multiple
OpenL DAP 2.0.x,DSA s with each other or flat files.

From the L DAPULils website

pass2ldap - syncs flat files user account information to multiple Ildap servers
|dap2pass - syncs entries from an ldap server to flat files

|dapsync - syncs all entries from a master |dap server to multiple |dap slave servers




WENET

(http://www.mnot.net/wallal/)




squid_Idap_auth

(http://[sourceforge.net/projects/c-note/)

squich.ldap auth provides the ability for the popular and high
performance Squid HTTP and FTP caching proxy server

(http:// v .squid-cache.org) to authenticate clientsto and LDAP
directory or Novell eDirectory.

/etc/squid/squid.conf
authenticate programy/usr/local/bin/ldap _auth.wrapper

[usr/local/bin/ldap_auth.wrapper
#/bin/sh
exec /usr/local/bin/ldap _auth littleboy 389 "o=Morrison Industries, c=US" uid




mod_auth_ldap

(http://nona.net/software/ldap/)
moed_auth |dap provides the ability for the popular Apache
(http://www.apache.org) web and web application server to
authenti cate users against an LDAP directory. The module supports
clear text, crypted, and scheme encrypted passwords. mod auth |dap
IS includedhin most recent Linux distributions.

/etc/httpd/httpd.conf

LoadModule auth_ldap module modules/mod_auth Idap.so

... withing a Directory clause.. . .

AuthLDAPURL |dap://192.168.1.9:389/0=Morrison I ndustries ,c=US?uid

An example .htaccess entry

<Filescall_to cis.php>

AuthType Basic

AuthName "intranet"

AuthLDAPURL |dap://littleboy:389/0=M orrison Industries ,c=US?uid
require group cn=cis,ou=Groups,0=Morrison Industries,c=US
</Files>




ldap2nis

(http://ldapconsole.sourceforge.net)

ldap2nisisasmall C utility that reads and LDAP directory and
outputs the data in the manner expected by makedom. Thisis
useful fer publishing user and group information from an LDAP
directory to legacy hosts that do not support LDAP but probably

support NIS.

Building a group map from L DAP

|dap2nis -mapkey gidnumber -minkey gidnumber -minval 0\
-objectclass posixgroup -host littleboy \
-basedn “o=Morrisonindustries, c=US" \
-map "cn,userpassword,gi dnumber,memberuid” |\
[ust/lib/yp/makedbm -I /ete/group -m littleboy \
-0 morrison - group.bygid




Gnarwl
(nhttp:/lwww.oss.billiton.de/software.shtml)

From the Gnacw| website:

Gnarwl i1san emaill autoresponder. Unlike the original vacation(1) program,
gnarw! I1s based on LDAP. Traditionally you had to give every user, who wanted
to use autoreply facilities full fledged system accounts (trusting them to set their
forwarding up properly, cursing when they didn't). With gnarwl thisis history.
User information is now stored in LDAP. Thats right, no more messing around
with system accounts or homedirs for users who just want their email working,
but don't care to fuss around with shell commands.

Use of this application requires the installtion of the billtron.schema
file into your DSA. This schema.is provided at the above site.
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The Maxware Directory
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LDAP Browser/Editor

The LDAP Browser/Editor providesa user-friendly Windows
Explorer-likeinterfaceto L DAP directories with tightly

Integrated browsing and editing capabilities. It isentirely Features
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ActiveX LDAP Client

http://www.polonia-online.com/Idap/

“The ActiveX LDAP client runson 11S 4, 5 and 6. Supported platforms
arelimited to Windows 2000 Professional and Server, and Windows XP

Home and Professional.
Works with Active X

contanersfor -

Supports X.500, LDAPv2, and LDAPvV3 * Visual Basic

but no support for SSL . » C++
* Active Server Pages

Polonia Orling !
ActiveX LDAP Client
;

THISISA COMMERCIAL NON-FREE PRODUCT

Platforms:




pGina

http://pgina.cs.plu.edu/index.htmi

Windows NT, 2000, and XP provide only one method of

authenticating userlogins, unlikethe modular PAM subsystem used
by most Open Sour ce and UNI X oper ating systems.

pPGina addresses this by creating plugin authentication modules for

recent Microsoft Windows platforms, including a module for LDAP
authentication.

* Unicode support

* Full 2000 & XP Support
* Automatically create |local
accountsfor authenticated
users




LDAP

(Sendmail)




m4:. LDAPDefaultSpec

Thefirst m4 vaue to define when configuring a LDAP enabled
sendmail MDA isconfLDAP_DEFAULT_SPEC. Thisvalue
designates the LDAP connection configuration used by later
LDAP related directives.

define(_ confLDAP DEFAULT_SPEC, -h"estatel" -d"dc=Whitemice,dc=0rg"")

Parameters.

-h {host.n ame} -p {port} -d {base dn}

The default port istypically is 389.




LDAP Mail Routing

(draft-lachman-laser-ldap-mail-routing-02.txt)

A quasi-standard exists for using LDAP directories to control
mail routing and address re-writing

Example:
dn: en=Adam Williams, ou=People, dc=Whitemice, dc=0rg
objectclasshinetl ocal Mail Reci pient

mailLocaAdelress: awilliam@whitemice.org Addresses for
mailLocalAddress: sbuse@whitemice.org this account.
mallLocalAddress. awilliam@estatel.whitemice.org
mallLocalAddressselomal nmaster @whitemice.org
mailRoutingAddressaawilliam@whitemice.org

mailHost: estatel.whitemice.org

TP Hos et
for address.




m4:. LDAPROUTE_DOMAIN

The m4 sendmail configuration directive -
LDAPROUTE_DOMAIN('whitemice.org’)

enable LDARP based mail routing for the specifiec domain. This directive

may occur as many times as required to specify all the domains handled

by the MDA.

With LDAP mail routing the MDA will process incoming messages by
searching for user@whitemice.org and if that fails, whitemice.org. If
both these searches fall the default reaction isto process the mail message
normally.

The LDAPROUTE_DOMAIN directive depends upon the proper
definition of the confLDAP_DEFAULT_ SPEC directive.




m4:. LDAPROUTE_DOMAIN

The behaviour of the LDAPROUTE_DOMAIN directive can be
customized by specifying a configuration line as -
FEATURE( Idap_routing', mailHost, mail RoutingAddress, bounce)

If you do not specify this directve the following defaults apply -
mailHost:

|dap -1 -v mailHost

-k (& (objectClass=inetL ocal M ail Reci pient) (mailLocal Address=%00))

mailRoutingAddress.
|dap -1 -v mailRoutingAddress
-k (& (objectClass=inetLocalMailRecipient) (mailLocal Address=%0))

If the bouce parameter is specified as any value other than 'passthru’ it
will cause map lookup failures to cause to result ina MDA bounce.




m4:. LDAPROUTE_DOMAIN

The results of the mailHost and mailRouting address are combined
and sendmail determines the action to perform based upon the rule
set illustrated below.

Value of
mailHost

Value of
mailRoutingAddress

Action(s) Performed

local

set

Mail is delivered to mailRoutingAddress

local

null

Mail is delivered to the origianl address

remote

set

1.) Address rewritten to
mailRoutingAddress 2.) Mail is relayed to

remote

null

Mail is rélayed to mailHost

null

set

1.) Address rewritten to
mailRoutingAddress 2.) Mail is delivered

null

null

If the value of bounce is passthru or null
the mail is delivered normally, otherwise
it is bounced with an unknown user error.

here local is a hostname contained in the {w} class.

Note: MX record values do apply to.the delivery to amailHost.




| DAP Mail Routing + sendmail

The ssimplest way to use LDAP mail routing isto defineit inthe M4
flleused to generate the config (sendmail.cf) file, thisisavailable
from most any current sendmail-cf package (including RedHat).

FEATURE(ldap_routing)

LDAPROUTELDOMAIN(" morrison.iserv.net’)

LDAPROUTE DOMAIN( morrison-ind.com’)

LDAPROUTE DOMAIN( gearheadcareers,com’)

LDAPROUTE_DOMAIN( cisco-inc.com’)

LDAPROUTE_DOMAIN( mor-value.com’)

LDAPROUTE_DOMAIN( localdomain’)

LDAPROUTE_DOMAIN( local host')

define(" confLDAP_DEFAULT SPEC', -h"littleboy" -d"o=Morrison Industries, c=US")

This determines that LDAP routing will be used for the listed
domains. Thelast line states the default LDAP server host and
the default search base.




RFC822

rfc822 defines a the concept of e-mail aliases used by sendmail.
This functionality was brought to LDAP by RFC2307, in the
formof the nisMailAlias object class. This schema is supported
by most current mail delivery agents.

Example

dn: cn=Anur,0=Siimarillion,c=ME

cn: Ainur

objectclass: nisMailAlias
rfc822mailmember: manwe@ainur.org
rfc822mailmember. yavanna@ainur.org
rfc822mailmember: erome@ainur.org
rfc822mailmember: ulmo@ainur.org
rfc822mailmember: melkor @ainur.org




rfc822 + sendmail

Most distributions ship with a sendmail binary that islinked
against the LDAP libraries (including RedHat).

Telling sendmail to use a sequence makes sendmail search
ldap_aliasin addition to the standard /etc/aliasesfile -

O Aliaskile=/etc/aliases,sequence:ldap alias

Define the sequence to return the rfc822mailmember attribute
values as a common.delimited list -

Kldap alias|dap -z, -v rfc822mail member -k (& (objectClass=nisMail Alias)(cn=%0))

Y ou should define the default LDAP server host and default
search base in the M4 files used to generate sendmail .cf.




LDAP + sendmall

You can also define arbitrary LDAP lookups for things like generic
address trandlations, virtual users, or mailer tables.

FEATURE( genericstable', "Idap -1 -v mail -k (& (objectClass=person)(uid=%0))")

The above M4 declaration defines the genericstable as an LDAP
lookup that searches for the uid and returns the mail attribute.

The genericstable 1s the standard sendmail way of rewriting outbound
e-mail addresses, so the above changes any outbound address from
uid to the contents of the mail attribute of the object containing a
matching uid attribute and.an objectclass of person.




LDAP SMTP Access Control

One example of the use of "arbitrary" LDAP connectivity to
enhance the functionality of sendmail is to replaces the accessfile
traditionally used to regect, deny, or allow various domain names
from using a SM TP server.

By replacing ...

Kaccess hash /etc/mall/access
In /etc/sendmail.cf with ...

Kaccess Idap -1 -v morrisonmailaccesslevel -k
(& (objectClass=morrisonmailaccess)(morrisonmail accesscriteria=%00))

sendmail can be configured to look into the DIT for domains and

hosts that are to be granted the various levels of access.
NOTE: The above configuration file entry resides entirely on one linein the
actual /etc/sendmail.cf file.




LDAP SMTP Access Control

cn=Allow SMTP Relay,ou=A ccess Control,ou=Electronic Mail,o=Morrison Industries,c=US
objectClass=morrisonmailaccess
morrisonmailaccesslevel=RELAY

en=Allow SMTP Relay Example LDAP objects

MOk i sonmail accesscriteria=mie
morrisonmail accesscriteria=barracuda used to repl acesthe

morrisonmail accesscriteria=littleboy traditional sendmail
morrisonmail accesscriteria=firewall

morrisonmail accesscriteria=mail.morrison.iserv.net aCCESS fl le-
morrisonmailaccesscriteria=local host

morrisonmailaccesscriteria=local host.localdomain
morrisonmailaccesscriteria=127.0.0.1

cn=Reject SMTP,0u=Access Control,ou=Electronic Mail,o=Morrison Industries,c=US
objectClass=morrisonmail access

morrisonmailaccesslevel=REJECT

cn=Reject SMTP

morrisonmail accesscriteria=smartbrief.rsvp0.net

cn=Discard SMTP,ou=A ccess Control ,ou=Electronic Mail,0=Morrison Industries,c=US
objectClass=morrisonmailaccess

morrisonmailaccesslevel=DI SCARD

cn=Discard SMTP

morrisonmail accesscriteria=pink4free.com




LDAP SMTP Access Control

atributetype ( 1.3.6.1.4.1.6921.2.23 i
NAM E 'morrisonmail accesscriteria The schema entries used to

DESC 'A sendmail relay match string' i T -
EQUALITY caselgnoreMatch fecilitate the elimination of
SUBSTR caselgnoreSubstringsM atch the accessfile.

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15{ 256} )

attributetype ( 1.3.6.1.4.1.6921.2.24
NAME ‘morrisonmailaccessleve’
DESC ‘sendmail relay accesslevel: RELAY, REJECT, DISCARD'
EQUALITY caselgnoreMatch
SUBSTR caselgnoreSubstringsMatch
SYNTAX 1.3.6.2.4.1.1466.115.121.1.15{ 10} )

objectclass (1.3.6.1.4.1.6921.1.9
NAME 'morrisonmailaccess
DESC 'Morrison SMTP Access Control'
STRUCTURAL
MAY ( cn $ morrisonmailaccesseriteria $ morrisonmailaccesslevel )

)




Installing GNARWL

GNARWL inan LDAP powered utility for providing vacation functionality to
users on an'L DAP enabled mail server.

Prior to installation the administrator should create an account under whose security
GNARWL will operate. GNARWL should not run as a superuser or highly privilaged
account.

In order to build correctly

Theinitial GNARWL m_stallatlon . on RedHat one has to add
tar -xzvf gnarwl-{ version} .tar.gz

. -lIber tothe LFLAGS line
otalil of the Makefile
makKe )

mkdir /var/lib/gnawrl

install -o gnarwl -m 755 -d /var/lib/gnarwl/db

install -o gnarwl -s-m 755 gnarwl /usr/local/bin

install -o gnarwl -m 400 doc/gnarwl.cfg /etc/

install -o gnarwl -m 400 doc/blacklist.txt /var/lib/gnarwil




Configuring GNARWL

/etc/gnarwl .cfg
|dap_server localhost
|dap_port 389

Standard LDAP connectivity directives

Bind cdn and password for GNARWL,

|dap scope sub :
dap_uid 4:/ leave blank for anonymous bind.

ldap pwd

Standard LDAP search directives

|dap_base o=my_organization <

|dap_filter (& (mail=%s)(vacationActive=TRUE))

ldap_vacation_message vacationlnfo <— Aftributes to use for vacation information,
|dap_vacation begin vacati onStaLt? provided by the file.

|dap vacation end vacationEnd

Database directives _
(explained in subsequent slides) Black list file,

db_dir /var/lib/gnarwl!/db/_<——
db_expire 48

mail_mta/ust/lib/sendmail |gnore messages with more than
mail_limit 256 <— this number of recipients.

contains alist
of e-mall
addresses to

bl _file /var/lib/gnarwl/blacklist.txt

-

completely ignore.



GNARWL Integration




The GNARWL Database




LDAP

(Samba
PDC)

This information now exclusively applies to Samba 2.2.3a and later. Samba has supported the
L DAP backend since 2.2.1a (with patches) but the schema and operation have changed dightly.




The PDC Tree

OU=Reopl e, dc=Whitemice,dc=0rg
User objects, both CIFS and UNIX

ou=Groups,dc=Whitemice,dc=0rg
Group objects, both CIFS and UNIX

ou=SystemAeccourts,dc=Whitemice,dc=0rg
CIFS Machine acecounts and “service UNIX accounts

/usr/local/pcnet/profiles
User roaming profiles (chmod 1757)

/usr/local/pcnet/netlogon
L ogon scripts, policy files, etc...

/usr/local/pcnet/printers
Printer driver files



Building Samba

1. Grab the latest source RPM's (anything 2.2.1a or |ater)
2. Install the seurce RPM (rpm --ingtall samba....)

3. Edit the /us/srelrednat/ SPECS/'samba.spec, add the following configuration
options. --with-acl-support --with-profile --disable-static --with-ldapsam

4. Build the samba packages: rpm -ba /usr/src/redhat/ SPECS/samba.spec

5. Install the packages.




The Samba Schema

By default the Samba RPM drops the schema used by the Samba daemon
In /usr/share/doc/samba-2.2.3a/exampl es/L DA P/samba.schema.

Copy this schema file to /etc/openl dap/schema and modify the
OpenL DAP configuration file (dapd.conf) to include thisfile. Then
restrart slapd.

Version of Samba prior to 2.2.3 defined a displayName attribute which
was in conflict with the inetorgperson schema. Since both of these
Indicate a friendly display name you can safely remove this entry from
samba.schema.

The Samba project usesthe OID SPACE 1.3.1.5.1.4.1.7165.2.1.x for
attributetypes and 1.3.1.5.1.4.1.7165.2.2.x objectclasses.




[globals]

Yes, Samba must use encrypted passwords in order to function asaPDC. If you ask
on the Samballistsif this can be avoided we wish you all the flames you have
coming to you for asking a question that has been posted far too often.

encrypt passwerds = yes
domain logons =yes

domain admin group :‘W
printer admin = @cIs

Posix group of administrators.

|dap server = littleboy — 'Standard' LDAP client information
|dap port = 389 &

|dap suffix = de=\Whitemice,dc=0rg
|dap admin dn = cn=Managendc=\\Vhitemice,dc=0rg

ldap ssl = N0 =— L
|dap root passwd = Whether or not to encrypt communications

between the PDC and the LDAP services.
Y ou can place the LDAP If these are not on the same host it is almost

Manager password here in certainly a reguirement that this be enabled.
or storeit inthe

tdb database.




ldap ssl =




The Admin And His Secrets

Since the SAM is stored in the LDAP DSA the Samba daemon
processes need the ability to modify their respective portions of the
Dit.

Y ou can either provide Samba with the Manager DN and password
or construct a user with ability to modify sambaAccount attributes
and most posixAccount attributes.

This account also needs to be able to create objects wherever in the
Dit you intend to store yxnachine account information.

If you do not wish to the store the password for Samba's LDAP
connection in /etc/sambal/smib.conf (you don't) you can storeit in the tdb
database using the following command:

smbpasswd -W. { passwor d}




uids, gids, and rids

UNIX operating systems and its derivatives/ clones uniquely
Identify a user viaan integer uid (usualy 16 bit) and groups viaan
Integer, gid (usually 16 bit). These are independent name spaces.

Current Microsoft operating systems uniquely identify user and
groups viaava ue known asa RID, an integer value typically

expressed In hexidecimal. Users and Groups exists in a single name
space.

Samba maps UNIX uids and gids to RIDs using the following
formulae: rid = 2(uid) + 1000 rid =2(gid) + 1001

It is advisable to keep the UN* X uid/gid name space unified.
|.E. Don't allow rids and gids to overlap.




Samba Users

Samba users must be UN* X users as well (they must exists as an
object with an objectclass of posixAccount as defined by
RFC2307/RFC2307his).

Once a user. exists as a posixAccount simply setting thelr initia
password with the smbpasswd command will add the
sambaAccount objectclass to the object along with al the
corresponding attri butes.

Some of the default val ues for the various attributes may not be
correct for your environment, and currently thereisno
mechanism for forcing different default values. You will have to
modify the object after setting the initial password.




Machine Accounts

Beginning with NT4.0 domains, and with all later CIFS security
architecuters, hosts must exists in the security database as well as users (asis
also the case with true Kerberos systems).

In CIFS these are reffered to as machine accounts and are functionally
eguivalent to user aceounts. Machine accounts have an initial default
password that the domain client changes, and proceeds to change on a
periodic basis.

A machine account must be created when a host joins the domain. Samba
faciliates this via the add user script = {script path & name} %n directive where
%n is replaced by the name of the host requesting to be added to the domain.

This script must create a posixAccount object for the specified name. Samba
will subsequently add the requisite sambaA ccount objectclass and attributes.




Samba User Attributes

profilePath - The UNC path of the directory in which to store the users
roaming profiile. Example: \\estatel\profiles\awallliam

smbHome = The UNC path of the user's home directory.
Example:\\estaie1\homedir

homeDrive - The MS-DOSdrive letter to which the home directory
(smbHome) 1S mapped/connected. Example: f:

scriptPath - The path to the users CIFS logon script, relativeto the
netlogon share of the PDC. \Example: cis.bat (Script cis.bat isin the root of
the PDC's netlogon snare, /usr/local/pcnet/netlogon.)

All the above should support macro expansion (%N, %M, %G) in standard Samba
fashion. However, some versions of Samba do not yet have compl ete support for
macro-expansion from an LDAP SAM. All such issues should be cleared up with the
release of Samba 2.2.3.




Samba User Attributes

ntPassword - The NT hash of the users password.

ImPassword- The LAN Manager hash of the users password, used by older
CIFES clients sueh as OS/2 and Windows for Workgroups.

acctFlags - A series of alpha-numeric flags that indicate the status and type

of the account. Presence of a W indicates a machine account, presence of
a U indicates a user aceount, and presence of a D indicates the account is
disabled.

userWorkstations - Equivalent to the workstation restriciton in a standard
NT domain. A comma delimited list of up to five workstations, limiting
the clients available for a user's user.

rid & primaryGrouplD - The RID equivalents of a users uid and gid.




Samba Times

The sambaA ccount objectclass defines the following time stamp attributes:

pwdL astSet
logonTime
logoffTime
KickoffTime
pwdCanChange
pwdMustChange

These pertain primarily to password management. Asof 2.2.3athe only
utilized and maintained valueis pwdL astSet, the CIFS equivalent of
shadowL astChange.

All of these values are integer unix time stamps (the number of seconds
elapsed since the beginning of 1970AD).




Samba Password Management




Samba Security

The ntpassword and Impassword attributes should be treated as clear
text equival ents of the user's password. The method used to encrypt the
password and produce these stringsis easily reversed.

Only administrators should have access to these val ues and they should
only be transferred over a network with additional encryption (SSL,

TLS, VPN, €tc...)

The safest solutionsisto apply the following ACL directive:
access to attrs=ImPassword, ntPassword
by ‘cn=samba,ou=SystemAccounts,dc=Whitemice,dc=0rg' write
by self write
by * auth




o Migrating smbpasswd

$smbpasswd = fopen("smbpasswd", "r");

while ($smbinfo = fscanf ($smbpasswd, "%[a-zA-Z0-9,. |:%[a-zA-Z0-9,. | .%[a-zA-Z0-9,. |:%[a-zA-Z0-9,. ][ Y[a-zA-Z0-
9,.1]:%[azA-Z0-9,. ]:\n")) {

list ($uid, $uidnumber;, $mpassword, $ntpassword, $userflags, $lastchange) = $smbinfo;

dn=1Id id. d id); ..
el If you need to convert your existing 2.x.x

print "dn: * . $user_dn . "\n"; format smbpasswd file to LDAP you can use

print "objectclass: sambaAccount\n”;

print “"ntpassword: * . $ntpassword . "\n'; the perl scriptsincluded in the examples

print "Impassword: " . $impassword . "\n";

print "acctFlags: [ . $userflags . "]\ section of the Samba documentation.

B:: 2: :888%?.%2 11\\?] /usr/share/doc/samba-2.2.3/examples/LDAP

prnt icko TN Fortunately, if you need to use alanguage other than perl
print“puciusChenge: -t TOF the.translation or need to customize the translation,
D the format of the smbpasswd file is quite smple and the

} } fields correspond directly to the most important
folose($smbpasswd); sambaAccount attributes.

The correspondence of the fields in an smbpasswd file from a Samba 2.x.x
server to the LDAP sambaAccount objectclass attributes is as follows:

uid: uidnumber:impassworentpass,vord:userflags:pwdL astChange
Note: In smbpasswd the pwdl astChange is a hex encoded value, while pwdLastChange in sambaA ccount
IS an integer epoch time stamp. So this value will need to be recal cul ated, or more simply, discarded.




Samba Attribute Indexes

For good performance the DSA serving the samba PDC process should
maintain, at minimum, the following indexes:

Index objectclasseq
Index uid pres,eq
index rid eq

If you add these indexes to and existing Dit don't forget to run
slapindex so that values already defined in the database are included in

the indexes.







bind & Openldap

As of version 9.0 bind, theworld's most popular DNS server,
sports sdb. sdb isa standard mechanism allowing bind to utilize
various backendsto retrieve the information requested by clients.

A sdb compliant LDAP backend for bind isavailable at -
http://www.venaas.no/ldap/bind-sdb/

Using this backend DNS queriesarere-written to L DAP requests
and the Dit isqueried. Thereisno exporting of LDAP

Infor mation to flat files,etc... All information is presented live
from the DSA.




DNS & Cosine

The Cosine schema (included by default with OpenLDAP) defines several
attributes for storing DNS records.

Attribute OID Description
Arecord 0.9.2342.19200300.100.1.26 Nameto IP relation
mDRecord 0.9.2342.19200300.100.1.27 Mail Delivery
mXRecord 0.9.2342.19200300.100.1.28 Mail exchanger
nSRecord 0.9.2342.19200300.100.1.29 Name server designation
sOARecord 0.9.2342.19200300.100.1.30 Start of authority
cNAMERecord 0.9.2342.19200300.100.1.31 Name alias

Cosine also defines the dNSDomain (0.9.2342.19200300.100.4.15) object class,
which serves as a container for the above attributes.

The original intent for the integration of X .500 and domains is defined in RFC1279.




The dnsZone Schema

While the standard cosine schema provides a mechanism for storing
pbasic DNS related information (A, MX, SOA, NS, and CNAME records),
most modern DNS configurations include record types in addition to
these.

dnsZone Is an updated schema for storing extensive DNS related
Information (SRV, TXT, HINFO, CERT, etc...) in aDit. Thetext of the
dnsZone schemais available at -

http://Mww.venaas.no/l dap/bind-sdb/dnszone-schema. txt

The dnsZone requires the cosine schema be loaded on the DSA aswell.




objectclass: dNSZone (V)

DNS records used by the LDAP sdb backend are stored in objectclasses of
ANSZone (2.3.6.1.4.1.2428.20.3) as defined by the dnsZone schema.

There are attributes defined for each DNSrecordstype (TXT, SRV, PTR,
etc...) not supported by Cosine. The OID of each of these attributesis
1.3.6.1.4.1.2428.20.1 .{record type}.

The example given in the dnsZone documentation is that of resource
record type L OC which isrecord type 29. The corresponding L ocRecord
attribute hasan OID of 1.3.4.1.4.1.2428..20.1.29.

This numbering system enables administrators to create new attributes for
as yet undefined (by dnsZone) record types without concern for future
Incompatibility.




objectclass: dNSZone (2/4)

A very basic dnsZone might look like: Asinazonefiletheclass

A SOA Record attribute is not used, and is
dn: relativeDomainName=@,0u=bindSDB,dc=Whitemice,dc=Org  not required by the dNSZone

realtiveDomainName: @

zoneName: whitemice.org

dNSTTL: 9999

dNSClass: IN

SOARecord: estatel.whitemi€e.org. awilliam.whitemice.org. 2002030601 9999 3200 705900 86400

nsRecord: estatel.whitemice.org. - -

mxRecord: 10 estatel.whitemice.org. ZoneN anels roughlyuequwal eE]t t_O f
the zone filename in “ standard” bind

configurations.

An A Record

dn: relativeDomainName=estatel,ou=tinasD Bydc=Whitemice,dc=0rg
objectclass: dNSZone
relativeDomainName: estatel
zoneName: whitemice.org

This object contains
dNSTTL: 99999 no dNSClass attribute.

aRecord: 192.168.3.1 o
\ Record structure is just the same
asif it occurred in azonefile.




objectclass: dNSZone (34)

ANSTER (1.3.6.1.4.1.2428.20.0.0)
ANSCIasSK(1.3.6.1.4.1.2428.20.0.1)
zoneName(2.3.6.1.4.1.2428.20.0.2)
relativeDomaiN ame (1.3.6.1.4.1.2428.20.0.3)




objectclass: dNSZone (4/4)

The dnsZone schema currently definesthe following attributesfor the
various DNS record types -

Attribute

QID

Description

pTRRecord

1.3.6.1.4.1.2428.20.1.12

Domain name pointer, RFC1035

hlnfoRecord

1.3.6.1.4.1.2428.20.1.13

Host information, RFC1035

mlnfoRecord

1.3.6.1.4.1.2428.20.1.14

Mailbox, RFC1035

tXTRecord

1.3.6.1.4.1.2428.20.1.16

Text string, RFC1035

SigRecord

1.3.6.1.4.1.2428.20.1.24

Signature, RFC2535

KeyRecord

1.3.6.1.4.1.2428.20.1.25

Key, RFC2535

aAAARecord

1.3.6.1.4.1.2428.20.1.28

| Pv6 addr ess, RFC1886

L ocRecord

1.3.6.1.4.1.2428.20.1.29

L ocation, RFC1876

nXTRecord

1.3.6.1.4.1.2428.20.1.30

Non-existant, RFC2535

sRVRecord

1.3.6.1.4.1.2428.20.1.33

Service Location, RFC2782

NAPTRRecord

1.3.6.1.4.1.2428.20.1.35

Naming Authortiy Pointer, RFC2915

kXRecord

1.3.6.1.4.1.2428.20.1.36

Key Exchange Delegation, RFC 2230

certRecord

1.3.6.1.4.1.2428.20.1.37

Certificate, RFC2538

abRecord

1.3.6.1.4.1.2428.20.1.38

RFC 2874

dNameRecord

1.3.6.1.4.1.2428.20.1.39

non-Terminal Name Redirection, RFC 26723




zone2ldap

zoneZldap isauutility for trandlating bind 9.1.x and later zone filesinto
a Dit aware of the dnsZone schema.

Both Idap sdb and zone2ldap ship with some version of bind,
however, users.should ensure that they have the latest versions of both
projects as some combinations shipped with bind are incompatible

with each other.

The zone2ldap project ean be found at -
http://snapcase.g-rock.net/~ eff/zone2l dap.html










What is pppd?

The pppd daemon is an implementation of the Point-T o-Point
Protocool (PPP). The Point-to-Point Protocol providesamethod
for transmitting datagrams over point-to-point connections.

|n the past thiswas most frequently used to move network traffic
over modem-modem connections or some other topography based on
serial (RS-232, 432, etc...) connections.

It IS now not uncommeon to use pppd to create point-to-point
networ k connections over. the top of other topographies, even the
Internet itself, asin the case of VPNSs.

It iIsessential that the PPP server, and possibly the client, be ableto
authenticate the entity at the other end of a connection.




Password Authentication Protocol

All versions of pppd support the Password Authentication Protocol
(PAP). PAP sendsthe password(s) across the connection in clear text.
Sincethe password existsin the clear, the standard authenitcation
mechanisms can be used to verify the remote user.

Simply specify thelogin parameter in the appropriate ppp options
file.

All remote users authorized to use pppd for access must belisted in
the pap-secretsfile (usually found in /etc/ppp). But if authentication
IS being passed off to the under lying system their password field in
pap-secr ets should simply be set to a pair of double quotes.

See the section on PAM for information on configuring the underlying
system to authenticate user sagainst the DSA.




Challenge Host
Authentication Protocol

The PAP methods transmission of the password in clear text posses
significant secur ity issues. Fortunately pppd also supportsthe
Challenge Host"A uthentication Protocol (CHAP) which does not
suffer from this weakness.

However, with CHAP'the pppd process never acquires an
unencrypted copy of theuser s password, breaking the ability to
use under lying authentication mechanisms such as PAM. This
leaves the administator having to maintain user passwordsin the
chap-secretsfile (usually found in /etc/ppp/).




Microsoft Challange Host
Authentication Protocol v2

Fortunately pppd can be patched to support Microsoft's version of the
CHAP method, often referred toasMS-CHAPv2. Thisversion of
CHAP uses challenge keysthat can be derived from an "Windows NT'
hash of the user's password aswould be found in the sambaAccount
user object managed by a Samba PDC.

Acqguire and install al. DAP enabled version of pppd, such asthat
availeble ftom http://mavw.kalamazoolinux.or g/pr ojects/awilliam/

Most versions of pppd patches to support MS-CHAPv3 also support
M PPE which provides an additional layer of security by encrypting
thetraffic itself asit transversesthe network. In order to use M PPE
both the client's and server'sversion of pppd must support the
protocol.




LDAP chap-secrets entry

|f you are using the LDAP enabled pppd from the Kalamazoo Linux
User's Group smply create an entry in your chap-secretsfilelike (all on
oneline):

* * & uid?(mor risonypnaccess=Y)(obj ectclass=posixAccount)?ou=People,o=M or rison\
Industries,c=US*

Thefirst, second, and\ending * mean that the specified credentions (the
field starting with &") apply to all entries. More specific entries can be
enter ed into the chap-secrets file and they will override thisgeneral rule.

The presence of the ampersand at the start of the credentialsentry
causes the pppd process to attempt to acquirethe ntpassword attribute
from the DSA astheliteral credentials.




LDAP chap-secrets entry

An explanation of the credentials entry

Theattribute to which to Additional search specifications (filter).

compar e the name of the Thisfield isterminated with a'?"
entity to be authenticated. character.

Thisfield isterminated with
a'? character.

f

& uid?(mor risonvpnaccess=Y )(objectclass=posixAccount)?ou=People,
o=Morrison\ I ndustries,c=US *

A

The value following the last ? character specifiesthe base of the sear ch.
Spaces and special characters must be escaped.




Other LDAP enabled pppds

Ttp/fitp.tronicplanet.de/pub/linux/ppp-2.4.1-L DAP.tar.gz
Thisisbased on the same code base asthe Kalamazoo Linux User
Group's LDAP pppd but uses a seper ate configuration file for

L DAP settings. No documentation isavailable, see the sour ce.




PoPToP

http://www.poptop.org

POPTOR.isa PPTP (Point-to-Point Tunnelling Protocol) server that
builds on the functionality of pppd to provide VPN servicesto PPTP
enabled clients.

PPTP Is supported out-of-the-box by all Microsoft Windows
platforms since Windows 95 and Windows NT.

Several PPTP clients are available for open sour ce operating
systems such as Linux, including one at -
Attp PRt pclient.sour cefor ge.net

PoPToP when used in conjunction with an LDAP enabled ver sion of
pppd provides areliable VPN service with minimal administrative
overhead at siteswhere the approriate information isavailable via
L DAP (such asthose using a Samba PDC's [dapsam).







What is Turba?

Turbais aweb addressbook for build upon the horde application
framewor k for PHP. It ismost commonly deployed in tandem with
the popular, | MP webmail application, asthetwo work together
seemlesdly.

Turbaisavery power addressbook with support for
* Multiple address sour ces
# SQL
+ LDAP
* Import and export addresses to popular formats
* Export
* CSV
¢ Impot
¢ CSV
+ Qutlook
+ vCard

« Cumulative Searches




sSources

Multiple address books (called sources) are setup in Turbaviathe
PHP $cfgSour cesarray in the sour ces.php file of the Turba

installation. / Internal Name

Exposed Name
$cfgSources'morrison_ldapl'] = array(
'title =>"Morrison Entrerprise Directory (Persons)’,
'type =>'ldap’, <—
'‘params =>array(...), — Typeof data source.
‘map’' =>array(.. . ), ‘1\ Eash sourcearray containsa
'‘search' => array(...),<— set of subordiante arrays.

'strict' =>arr _ _
St.dCt. e Availabletoall users, in Turba sourcesare
) n either public or private (specific to a user),

public' == / Are users per mitted to create entries

'readonly' => true,

export’ =>trué -=—__ Areuserspermitted to export the results
, of searchesto other formats (CSV, etc...)




Source Parameters

The params array contained in a $cfgSour ces element defines
specifics for communicating with the data sour ce.
DSA Host Sear ch root or
'‘params’ => array( DSA root.
‘server' =>'kohocton',

‘root' =>'0=Morrison Industries,c=US,
‘bind dn"=="en=".$cn. ' ,ou=People,' $hasedn,
‘bind_password®s> Auth::getCredential ('passvvord'),/\

‘dn’ =>array('cn’),

‘objectclass => array( 'person’,'inetOrgPerson’ ), L neseparameter

specificaltions ar e not

‘encoding’ = 'utf8, present for an L DAP
‘version' => 3 data sour ce, the
connection will be
made annonymousdly.
L DAP Protocol Version. Objectclassesto include

Character Encoding in sear ch results.




Turba Source Maps

Themap array contained in a $cfgSour ces element definesrelationships
between data sour ce elements (object attributesin thiscase), to Turba
attributes.

‘map. => array( _ The _key attribute must

be defined. It specifiesthe

‘name\,—=> 'cn, makes a sour ce record /
Turba ‘email’ => 'mail’, object unique).
attributes B N ,

alias => ‘givenname,

‘branch’ == ‘morrisonbranch’,

‘extension’ == ‘morrisonphoneextension’,

‘cellPhone => 'mobil €, \

‘workPhone' => ‘telephoneNumber’,

'title' => 'title’, = Sour ce

'mtaaccess => 'morrisoncompanylist’, EEIENE

(Object attributes)
‘dialaccess’ => 'morrisondial access P
'vpnaccess => 'morrisonvpnaccess

1 | 1 1 B
/ _ Key' =>"dn, primary key (element that




Turba Source Search Keys

The search array contained in a $cfgSour ces element simply
enumer ates the Turba attributes available from the sour ce that should
be providedito the user as possible search keys (since not all elements
contained in asour ce object / record may be useful or operational as
sear ch constraints).

'search’ => array(

,nam.e,’ Turba attributes available as sear ch keys.
emall : NOTE: These areturba attribute names,
alias, not sour ce element names.

'‘branch’,
‘extension’,
‘cellPhon€,
‘wor kPhone',
'title,
‘mtaccess




Turba Attribute Declaration

Attributes to be managed by the Turba application must be declared
viathe PHP $attributes array defined in the attributes.php file of the
Turba installation.

Field name that will

\ : . be presented to the
$attributes'name’] = array ( useFr) for thisattribute.
'type =>"text’,
‘desc’ =>_('Name')

);

$attributed'homeAddress] = array ( _
. ' => 'multiling, <— Contents of the attribute:

. . ! Itili
=> ("Home Address) trg)ljt Hine
email
phone
‘Datatype’




Turba LDAP Personal
Address Books

LDAP istypically used to provide a global enterprise wide data
source wher e all information isshared by all users, and personal
address books ar e usually provided to usersin an SQL data source
such as PostgreSQL or ODBC.

But using L DAP for both global and user specific address books has
sever al advantages ever the split method:
* One less data sour ce mechinism needsto be maintained.
+ Addresses can be easily promoted by administratorsfrom a
privatelist to public scope.
* The private list can beused by other mail agents or
applications that support.the L DAP protocol.*
* The data isavailable from all DSAsviareplication.

* This could also be accomplished through use of back-sqgl.




Turba LDAP Personal
Address Book

The simplest way to provide private address bookswith a DSA isto
create an organizational unit for each user, and to add thisevent to
your user account create procedure.

For example, the private addressbook for Adam Williamswill be
rooted at:
ou=Adam Williams, ou=Per sonal Address Books, dc=Whitemice, dc=0Org

The user will need sufficient privilagesto create and manage objects
within this or ganizational unit.

accessto dn=" ou=(.+),ou=Per sonal Addr ess Books,dc=W hitemice,dc=0Org"
by dn=" cn=%$1,ou=People,dc=\Whitemice,dc=0Org" write
by * none




Turba LDAP Personal
Address Book

Declar e the sourcein the $cfgSource array as a standard (but not
read only) LDAP data sour ce specifying the user's organizational
unit astheroet aswell as authenticated bind infor mation.

‘root' => ‘ou='.$cn.',ou=Personal AddressBooks,'.$basedn,
‘bind_dn' => "en=".%cn. ',ou=People,' $hasedn,
‘bind_password"=> Auth::getCredential('password'),

You will have to add codein order to manifest the values of $cn and
$basedn. Thiscode can simply be added just prior to the declaration
of the sour ce, within the sources.php file.

The authenicated identity of the user can be acquired anywhere
within any hor de application viaa call to Auth::getAuth().







What is pine?

http://www.washignton.edu/pine

PINE (Pcogram for Intetnet News & E-mail) isa character oriented
mail and newsreader for UNIX, UNIX-like, and Microsoft platforms.

Suport for:
« SMTP
* POP3
* IMAP
* LDAP
« KerberosV
¢ Folder locking
* News
* Highly customizable
message headers

An X11 front-end to PINE called xP Mail is
avallablefrem - http://xpine.sour cefor ge.net/




Setting Up To Use The DSA

" Terminal ™

PINE 4.44 ADD A DIRECTORY SERVER

pstatel ,whitemice,org

=] B X
Folder: INBOX 29 Messages

——

T

— DSA Host

Search Base

= TCP Port DSA listensto

Descriptive Source Name

Attributes to use as search keys

How to compare to keys

Attribute to element correations

Maximum timefor search. This
may also be limited at the DSA.

Maximum number of objects to
return. This may also be limited
a the DSA.

Site specific search filter




Using The DSA

Terminal ™

Terminal ™
PINE 4.44 COMPOSER: SELECT ADDRESS

Terminal ™
PIME 4,44 SELECT OME ADDRESS FOR “adam’ Folder: IMEDX 29 Messages

Select DS'A

‘ Select Entry

Enter Search
Pattern When
Prompted




Terminal ™

Viewing The Object

illiamdihitemice. O g

From the addressbook an
entry can be'viewed'.
Thisdisplaysall the
attributes of the object to
which the user has
sufficient access.




Trianii

http://www.edlund.org/hacks/trianii/

Trianil 1sa perl script (tested with 5.004, 5.004_05, 5.005_03, and 5.6.0) that
gueriesan L DAP DSA and produces a PINE format addr ess book
(called the .addressbook format) on standard out.

Requiresthe Net::L DAP module.

This enables users of PINE on occasionally disconnected
wor kstations such as laptopsto take the information with them.




LDAP

(evolution)




What is evolution?

http://www.ximian.com/products/ximian_evolution/

Evolution is an open sour ce personal infor mation management
solution developed primarily by Ximian Inc.

Features
¢ POP and IMAP mailbox access

* Local sendmail, SM TP and SM T P/authorized support
¢ [Calendar and vCard messaging

* Mailbox import from

* Qutlook Express

¢ Eudora

* Netscape/ Mozilla

* UNIX mbox

« Contextual mail views (Ximian vfolders)
¢ Task list, Ca|endering’ address bOOk(S) Ximian isaregistered trademark of Ximian Inc. Micrsoft

¢ Palm Pilot conduits Exchange 2000 is aregistered trademark of Microsoft Inc.

« LDAP sour ces as address book(s)

¢ Import contactsfrom an L DI F file

¢ Convenient "Summary View'

¢ Commercial Microsoft Exchange 2000 plugin available from Ximian Inc.
¢ http://www.ximian.com/products/connector/




State Of LDAP Support

While Evolution isprobably the premiere personal information
management solution for Open Sour ce platforms, maybe even the
only of itskind, it'ssupport for LDAP sour ces as addr ess books

while fully functional has some limitations:

* Inability tospecify filters, such as (obj ectclass=person) often
resulting in mor e obj ects appearing than would be optimal.

« Poor to non-existant documentation of what attributes
evolution usestofill in various contact infor mation fields.

« Inability to extend or define additional schema and extended
schema attributes relationsto contact infor mation fields.

* Queries auto-generated.(due primarily of inability to specify a
filter) are complicated and can be quite slow.




evolutionPerson

The evolution source code includesthefile evolution.schema which
can be used with OpenL DAP 2.x to extend objectsto include the
full compliment of evolution contact information. Thisfileisnot
provided with the binary packages we checked.

objectclass (1.3.6:1.4.1.8506.1.3.1
NAME 'evolutionPerson’
DESC 'Objectclass geared to Evolution Usage
SUP inetOrgPerson
STRUCTURAL
MAY (
fileAs $ primaryPhone'$ carPhone $ homeFacsi mileTel ephoneNumber $
otherPhone $ businessRole $ managerName $ assistantName $ assistantPhone $
otherPostal Address $ mailer. $ birthDate $ anniversary $ spouseName $
note $ companyPhone $ callbackPhone $ otherFacsimileTel ephoneNumber $
radio $ telex $ tty $ categories $.calendarURI $ freeBusyURI )

The version of thisfile for Evolution 1.0.8 can be downloaded from -
ftp://kalamazoolinux.org/pub/projects@attiiamimisc-| dap/evol utionperson.schema




evolutionPerson




Calender Entries




Setting Up An LDAP Addressbook

Namethat will =

el appeal' | n Basi: | Advanced |
Account Name| Server MName
infi fion below i ired i
Bigfioot |dap bigfoot com Addr eSSbOOk ,;lr:‘;n;r:d% g?.l addxslsbr:;qgre v
Verisign directory verisign.com Add .
Y <) ces dialog.

Marrison Repli localhost

Addresshook Sources

Account namEanrnenn Replicant

SEerver name: |Iucalhnst

[T Authenticate with server using:

|

This name will be used to identify your account
Itis for display purposes anly.

& Cancel

Criteriato use when

authenticating to the
DSA Basic |

This information is not required
for most idap servers.

TCP Port R

Search pase: |0=Morrlsun Industries, c=US

ROOt Of D% Search scope: M

Tools
.
[@ Search for Contacts

I @ Addressbook Sources . | &:Ope

Pilot Settings...

This is the port that your ldap server uses.

A Cancel




\iewing An LDAP Addressbook

L DAPaddress books appear in the same manner of 'standard' address
books. Initially however an LDAP address book appearsblank, the
user must pressthe'Find Now' to load data from the DSA.

FI- torrison Replicant - ::;=::ir'r'lii5.rl Evolution 1.0.399

Fie Edit View aAclions Tools Heip

Search vl Email i a ||

LEVE]

Wayne W
garvanz
23173304

Jim
Jim ‘Whalen
jwhiabe ru@
61638174
61638164
Salesperson

Wilcax, Justin

Name Justin Wil
Business

Business

Wilkop, Jafn
MName Jahn Wilkop

Williams, Adam

Mame Adam Willi
Ermail ad am @ ma
Business

Home

Iohile

Wiliamson, Ray

MName Ray Willia
Business

Business

Wilson, Scott
MHame Scott Wilson

Wiser, Julie
Mame
Email
Business
Business

Julie Wiser
s Nl

‘Wolf, Andrew

MName A drews W
Email an ol o
Business

robile

Business

‘Worm, Ed
Mame

Business
Business

Ed 'Worm




Contact Detalls

(Dialog relations to LDAP Attributes)

cn title telephoneNumber
A\ facsimileT elephoneNumber
or ganizationName homePhone

Contact Editor

File Actlions

L:: &F‘rint Q X Close

General |Detals ‘Culaborai'm |

Full Mame. . ||- | ]
@ Job fitle: | i mOblle

- Mabile
Primary Email Li Businass Ll

= |
[~ ‘Wanis to receive HTRL mail Address. .

"' Web page addrass: i_
3 Caontacts. . || ‘ Cajegaries... ||

File Az

Organigaizn: [
f
|

*This attribute provided by the evolutionPerson objectcl ass. postal Address




Contact Detalls

(Dialog relations to LDAP Attributes)
organizationalUnitName manager Name*

roomNumber businessRole* assistantName*

File Actions

|
’ s & Prirt ’Q X Cloze
General | Details ‘Cuh‘aboraim |

Depanvent: r Manager's Name: |7

Cffica: i Assistant's name: |

Profession: |

@ Nickname: | Birthday.: Mone j
Spouse: ! Anniversany: Mone j

= Motes:

v ¥

displayName

spouseNames

birthDate*

*This attribute provided by the evolutionPerson objectclass. anniversary*




Contact Detalls

Fike Aclions

E;] & Print g X Close
General ‘ Defails Collaboration ‘ | Cal Ca_l U RI

U Ithis person publishes free/busy ar other calendar information on the Infermet, enter the Zaaress
u of that information here

Public Calendar UHL.|

Free/Busy URL: |

Free/Busy information facilitatesthe
scheduling of meetings and appointments.

calFBURL These attributes are compliant with RFC2739.







ILS

The I nternet L ocator Service is adirectory system used by |P telephony
(Voice Over IP) clients to locate other clients.

Unlike a POT S* network where each phone is always available and has a
fixed number, an I P client may or may not be available and its | P address
may change oventime. |1LS maintains a phonebook with which users

register themselves.

Linux supports several |P telephony clients (most notable is GNOME
Meeting, http://www.gnomemeeting.org) and NetMeeting is available for
Microsoft platforms.

Almost all IP Telephony products support |LS to some degree.

* POTS, Plain Old T elephone Service
** NetMeeting and Microsoft are registered trademarks of Microsoft Inc.




NetMeeting Directory Kit

(http://vyger.freesoft.org/software/NetMeeting/download)

While most I P Telephony applications should work with a standard
LDAP DSA\as their ILS directory, some problems arise with certain
clients.

Microsoft NetMeeting violates the LDAP protocol in several ways and
thus needs a translation layer in order to function. Thistranslation
layer Is provided by the NetM eeting Directory Kit.

The NetMeeting Directory Kit requires the OpenLDAP DSA to
support the shell backend. The DSA host must also support Perl
version 5 including the Net::LDAP module.

NetMeeting and Microsoft are registered trademarks of Microsoft Inc.




ILS and LDAP

backend. The Perl script Perl
rewrites the IL S requests
to valid LDAP reguests.

dapd
The Netmeeting
Directory Kit provides a
Perl script for use with
OpenLDAP's shell -
I
|



ILS Attributes

Description Attribute Values
VOIP Package sappid ms-netmeeting, gnome-meeting, etc...
Protocol sportid h323
Decimal IP Address sipaddress
TCP Port sport
Entry Time To Live sttl
Client Classification 11sa39321630 1 =personal, 2 = business, 4 = adult
Audio Capable 11sa32833566 0 =no, 1 =yes
Video Capable 11sa32964638 0 =no, 1 =yes
Busy 11sa26214430 0 =no, 1 =yes
Location location

Not al IP telephony clients may recognize or use all ILS attributes. ILS
also uses standard L DAP attributes such as givenname, sn, cn, and mail.




OpenLDAP as an ILS Agent

(OBJECTCLASS=RTPERSON)

To use OpenLDAP as an |LS agent you must create a database with
aroot of OBJECTCLASS=RTPERSON and global write access.

database |dbm

suffix "OBJECTCLASS=RTPERSON"
directory  /var/ils

rootdn “cn=root,objectclass=rtperson"
rootpw secret

lastmod on

accessto * by * write




OpenLDAP as an ILS Agent

(Initialize the database)

After configuring the OBJECTCLASS=RTPERSON database and
restarting the DSA, initialize the database.

|dapadd -Xx -D "cen=root,objectclass=rtperson” -w secret <<EOF
dn: objectclass=rtperson

objectclass: top

EOF

Reminder: The DSA needs the directory you specified for the database to exists, and it
must have sufficient permissions to create and modify filesin that directory.




OpenLDAP as an ILS Agent

(The secondary slapd configuration)

Create aconfiguration file for the second slapd instance that uses the
snell backend to call the netmeeting.perl script

include  /etc/openldap/schemal/core.schema
Include /etc/openldap/schemal/cos ne.schema
include /etc/openldap/schema/netmeeting.schema

SchemacECENN loglevel 3084 is useful for

pidiile  AVaiEES — debugging problems with the
loglevel 0 = ILS shell SCfiptS.

database shell
suffix " objectclass=rtperson"
search  /ust/local/ils/netmeeting.per!

add fustflocalfilsinetmesting perl \ |
(rjne?dify ;usr;:oc::;!:gnetmeeting.per: \ Make sure that the user id that the
ete usr/local/ils/netmeeting.per \ ' iCi
e e ~—= slapd instance runs as has sufficient
permissions to execute the perl script.




OpenLDAP as an ILS Agent

(Starting Up)

Y ou must modify the LDAPhost and L DAPport variables defined near
the top of the netmeeting.perl script to point to your real LDAP DSA.

Start the secondary slapd instance:

[usr/sbin/slapd -t dap -h [dap://estatel: 1002 -f /etc/openldap/d apd-ils.conf

Y ou can verify that the server started correctly by using the netstat
command to see if the slapd process is listening on the designated port.

The netmeeting.perl script writes a debugging log to /tmp/perl.out by
default. Thiscan be disabled by commenting out the tracefile variable
delcarition neat the beginning of the script.




GNOMEMeeting and ILS

T ————————————
Gnomekdeeting Preferences

Settings User Settings
= General
User Settings
General Settings First Mame: | &dtam
Advanced Settings
ILS Settings Last name: |Wi||iams
Gatekeeper Settings
Gnomebdeating . Device Settings
= Codecs

File View Sefings Help audio Codecs : Comment: |Hi

Gnomehkdeating

E-mail address: |awi||iam@whitemice.nrg

Remote host to contact Ccodecs Setings Locatian: |Grand Rapids Michigan USa

o
Listen Port: [1720

Cnnr-féc:t

€%

Disconnect

-

ILS Directory

J\

3 Cancel | of Apply | Dok |

Remale User Before you can use GNOMEMeeting to

Info

registenwith an ILS directory you must fill in
the User Settings. These values are what will
be sent to the IL S server.




GNQMEMeetlng and ILS

Gnomekeeting .

[ T
Ghomekdeeting Preferences

Settings

ILS Settings

File VWiew Sefings Help

o

Connect

€%

Disconnect

-

ILS Directory

o

Remote host to contact

Remote Lser

= General

User Settings
General Settings ILS Directary: |estate

Aduaneed Settmgs

Gatekeeper Setftings
Device Seftings

= Codecs

Audio Codecs
Codecs Settings

Info

ILS Directory to register to

ILS Port: |1DI:|2 [+ Register

3 Cancel | of Apply | Dok |

Entry your ILS direcory server and the port on
which it listens, and click register. When you
click apply.you will be registered with the server,
and each time you start GNOM EMeeting.




GNOMEMeeting and ILS

[ T — GNOME Meeting User

ILS directaries to hrowse

ILS directory: |‘|92.‘|EE.3.5 j g‘p Refresh

192.168.53.5 ‘

Gnomehdeeting |V |First Namel aat name| E—mail| Location |Comment| IF

o
File  View " = adam Grand Rapids Michigan US& Hi 192.168.3.1
r Adam Grand Rapids, Mi Hi 192.188.3.131
o

Cnnr-féc:t

€%

Disconnect

-

ILS Directory

Search Filter

“Apply filter on last name

“\ [Search completed!

Remote Lser

| Info

NetMeeting Meeting User




NetMeeting & ILS

Ophions

General

The comment isNOT optional.

Y our directory server's address

It is probably required by your ILS
server that you fill in al the fields.




Netmeeting Quibbles

The Netmeeting Directory Kits netmeeting.perl script modifies
(corrects?) the following issues with Netmeeting/IL S interactions.

1. The LDAP wildcard character is'™*', Netmeeting uses '%'. Thisisrewritten using
regular expressions.

2. Netmeeting does notiinclude an objectclass attribute in the objects when it
attempts to add them to the IL S service.

3. Netmeeting occasionally makes queries with a scope of base when it meansto use
sub.

4. Netmeeting doesn't check to see if.the parent of an object it wants to create exists.




Breaking NetMeeting Exclusivity

Netmeeting queriesthe ILS directory for other clients using NetMeeting,
thus it will mot see users of other VOIP clients (GNOMEMeeting, etc...). If
you desire this behaviour add the following lines to the netmeeting.per!
Sscript:

# NetMeeting uses:' %" for wildcarding, while the standard specifies"*"
$filter =~ J%/*/q;

# Netmeeting only sees Netmeeting clients
$filter =~ s/sappid=ms-netmeeting/sappid=*/g;

# NetMeeting has a bad habit of\specifying "base" when it meant "sub”
$scope = "sub”;

The VOIP package used by the client is stored in the sappid attribute.




389 vs. 1002

Prior to Windows 2000 Netmeeting expected to find it' ILS
server listening on port 389 (the standard LDAP port). Where as
Netmeeting running on Windows 2000 or later expectsto find
the ILSserver listening on port 1002.

If you need to support Netmeeting on both classes of platforms,

the easieist solution isto establish your ILS server on an IP alias
Interface, have the server listen on both 389 or 1002.

$ /shin/ifconfig eth0:1 192.168.3.5
$ /usr/sbin/slapd -u ldap -h “ldap://192.168.3.5:1002 Idap://192.168.3.5" -f /etc/openl dap/d apd-ils.conf

Windows 2000 will fall back to using port 389 if it cannot find
and ILS server on port 1002, but various network parameters
can make this take an annoying about of time.

Netmeeting and Windows 2000 are reigstered trademarks of Microsoft Inc.







DSML

(http://www.dsml.org)

DSML (Directory Service Markup Language) is a specification for
expressing the contents of adirectory server in XML. This enables any
XML processing application to deal with aDSA as a data source.

DSML maintains the concept of the dn, attribute value pairs, and
objectclasses.

DSML can express both the contents of a Dit and schema information.

The URI for DSML is http://www.dsml.org/DSML




Why DSML

What do directories and XML have to do with each other? And
why bring them together with yet another standard/layer?

Directories provide XML provides
Platform for E-Commerce The Lingua Franca of E-Commerce

Scalability Friction Free Vaue Chains

Granular Access Web Nativeness

L ocation Independence Repurposability

The world's best
meta-data store

The chart above is taken from http://mwmww.dsml.org/about.html (09 January 200)

Meta-Data




What does DSML look like?

URl ©

: DSML
DeCI aration == <dsml:dsml xmins.dsml="http://www.dsml.org/DSML">

What follows —p» <dsml:directory-entries>
b- - <dsml:entry dn="uid=awilliam,ou=People,dc=Whitemice,dc=0Org">
areo JeCtS 6(\ <dsml:attr name="cn">

<dsml:value>Adam WIlliams</dsml:value>

L DAP </dsml:attr>

e A <dsml:attr name="sn">
dn: Uld—a\NIH_lc':}m,Ou_Peo /<d8m|Zvalue>WiIIiams</dsml:va|ue> _
cn: Adam Williams </dsml:attr> Objectclass

sn: Williams — <dsml:attr name="givenname">

\ — <dsml:value>Adam</dsml:val ue> Attributes
givenname: Adam Jdamair> /

. | : <dsml:objectclass>
ObJ ectclass top = _dsml:oc-val ue>top</dsml:oc-vaue>

Obj ectclass: Organi zational Person = <dsml:oc-val ue>organi zational Person</dsml:oc-value>

Obj ectclass: | netOrg Person - <dsml:oc-value>inetOrgPerson</dsml:oc-value>
</dsml:objectclass>

ou: People <dsml:attr name="ou"> -~ i
ou: uber-geek = —(sml:value>People</dsml:value> Mult _Val ued
uid: awilliam - <dsm|:value>uber-geek</dsml:value>>' attribute

</dsml:attr>
<dsml:attr name="uid">
<dsml:value>awilliam</dsml:value>

</dsml:attr>

. wfii </dsml:entry>
Clos ng P </dsml:directory-entries>

Tags o </dsml:dsmli>




DSML Misc

For binary data DSML suppors the encoding parameter to the

dsml:val ue tag:
=dSmk attr name="cacertificate">
<gsmiiwal ue encoding="baset4">
MIICJCCAY +...
</dsml:value>
</dsml:attr>

In addition to Dit entities DSML also suppors the expression of

schema information:
<dsml:class
|d="person"
superior="#top"
type="structural">
<dsml:name>person</dsml:name> Seethe DSML specification

<dsml:description>...</dsml:description= N for the full description of DSML's
<dsml:object-identifier>2.5.6.6</object-indentifier> schema presentation.

<dsml:attribute ref="#sn" required="true"/>
<dsml:attribute ref="#description" reguirec="false"/>
</dsml:class>




DSML & XML-RPC

(http://www.worldspot.com/dsmlgw-xml-rpc/DSMLGateway.html)

DSML Gateway i1san XML-RPC service which provides access to
LDAP directories. This permits applications that may not have

L DAP support (forcing them to be compiled with the LDAP SDK,
etc...) to obtain information from aDSA.

The results of acall to DSML Gateway appear to differ from the
DSML specification in how objectclass values are presented:

DSML Gateway output
<dsml:objectclass>top</dsml:objectclass>
<dsml:objectclass>person</dsmi:objectel ass>
<dsml :obj ectcl ass>_organi zational Person</ d_sml :objectclass>
<dsml:objectclass>inetOrgPerson</dsmi:objectcl ass> DSML Specification

<dsml:objectclass>
V S <dsml:oc-value>top</dsml:oc-val ue>
B =plsml: oc-val ue>person</dsml:.oc-val ue>
=@l : oc-val ue>organi zational Person</dsml:oc-value>

SaSmbkoc-val ue>inetOrgPerson</dsml:.oc-vaue>
S/ESmMEOb) ectclass>




DSML Tools

A set.of DSML utilities (developed in Java) is available from
http://www.dsmltools.org

The DSML\tools suite includes three utilities:

LDAPZ2DSML Queries aDSA and returns the resultsin DSM L

DSMLZLDAPUpdates a DSA based upon the contents of a
DSML file.

DSMLDiff Processes two DSML files and produces two
corresponding DSML files that would result

In the transformation of each of the original

filesto equality with the other.




Using the DSML Utilities

Y ou need to place the |dapjdk.jar, dsmltools.jar, and xerces.ar filesin
your JavaCLASS PATH or inlude them into the CLASS PATH at
runtime with the -cp directivce.

Java-cp “ldapjdk.jar:dsmltools,jar:xerces.jar" \
org.dsmitools.. DAP2DSML -s sub -p 389 -h estatel \

-b "dc=whitemice,dc=org" -f "uid=awilliam"

The utilities are org.dsmltools.LDAP2DSML, org.dsmitools.DSML2LDAP, and
org.dsmltools. DSMLDiff. Passing the -h directive to any of these utilities
displays the possible parameters and directives.




Castor

(http://castor.exolab.org/index.html)

Castor's description of itself

Castor Is an open source data binding framework for Java[tm]. It's basically the
shortest path between Java objects, XML documents, SQL tables and LDAP
directories. Castorprovides Javato XML binding, Javato SQL/LDAP persistence,

and then some more. Supported Databases:

PostgreSQL 7.1

Castor's advertised feature list SAP DB
-Castor XML : Java object mode! to and from XML MySQL
-Generate source code from an XML Schema Interbase
-Castor JDO: Java object persistence to RDBM S

-Castor DAX: Java object persistence to LDAP InstantDB
-Castor DSML: LDAP directory exchange through XML Hypersonic SQL
-XM L -based mapping file specify the mapping between one model and another

-Support for schema-less Javato XML binding

-In memory caching and write-at-commit reduces JDBC operations

-Two phase commit transactions, object rollback and deadlock detection

-OQL query mapping to SQL queries

-EJB container managed persistence provider for OpenEJB

License: BSD




HBDJA X
(Xmlblaster)

T




What i1s xmIBlaster?

http://www.xmlblaster.org

xmiBlaser is an Open Source MOM (Message Oriented Middleware)
package for Java 1.2 and 1.3 platforms.

M essage oriented applications are scalable without alteration and
perform thelir tasks by requesting services via backend modules
that sulbcribe to message queues. This allows the application's
functionality to be.extended independently of the client.

Application CORBA

S CORBA | Business
Appl I Catl on RM I \ Nl 5 Iaster N L0g| C

T e

Application XML-RPC




LDAP Authentication Module

The LDA P authentication plug in allows you to authorize connections to the
MOM against the Dit. Apply the following configuration directives to your
xmlBlaster.propertiesfile -

This doesn't redly need

Security.Client.DefaultPl ugin=ldap,1.0 to be the root dn, just a
|dap.serverUrl=ldap://estatel : 389/dc=Whitemice,dc=Org context with sufficient
|dap.rootDN=uid=xmlBaster, ou=SystemA ccounts,dc=Whitemice,dc=Org = Privilagestolookup the
|dap.rootPwd=secret dn based upon the
|dap.loginFieldName=uid specified loginFieldName.

The LDAP authentication module in included in xmlIBlaster anceverson
0.7.9d.

When binding to xmiBlaster you snhould now see alog messages such as -
INFO SecurityPluginL oader] Plugin ‘org.xmlBlaster:authentication.plugins.ldap.ClientPlugin' successfully
Initialized

INFO Session] Initializing LDAP access on ldap.serverUr| ="l dap://estatel:389/dc=W hitemice,dc=0Org' with
rootdn="cn=Manager,dc=Whitemice,dc=Org'. The unique uid field name in Idap should beuid".

INFO Authenticate] Successful login for client awilliam




LDAP Module Limitations

(From the LDAP authentication plugin README)

Authorization of actions (like subcribing/publishing/erasing messages) 1S NOt
supported with this plugin, xmiBlaster logs warnings to notify you
about this. If you want to implement authorization, please subclass
org.-xmiBlaster.authentication.plugins.Idap.Session and implement
the method -

(I actionKeyISsSUBSCRIBE", "GET", "PUBLISH", "ERASE"
Il key Is the ID eFamessage
public booleamiSAlithori zed(String actionKey, String key)
{
DirContext ctx = ldap.getRootContext();
/I ... your LDAP queriest@aLthorize the user action ...
// return true If user may do this

}




LDAP

(Active
Directory)

Active Directory Is aregistered trademark of Microsoft Inc.




What is Active Directory




MK SADEXtPlugin-

(http://www.css-solutions.ca/ad4unix/)

MKSADEXtPlugin is a Microsoft Active Directory plugin that
facilitates the storage of UNIX/Posix account information within

Active Directory.

This create a unified security database for UNIX, Linux, and
Microsoft clients on a network controlled by an Active Directory
DSA.

Requires Microsoft Windows 2000 Professional SP1 with Microsoft
Active Directory SP1.

*Copyrlght 2001, MaximBatourine




SRV records used by AD

¢ ldap._tep.domain
* The domain controller(s) for the domain
¢+ _ldap._tcp.sSite.sites.domain
* The domain controller(s) for adomain operating in specific sites.
¢+ ldap._tcp.pdc.ms-dcs.domain
* The Windows NT primary domain controller
+ |dap._tcp.site.gc.msdcs.domain
* The global catalog sexver for a specific site
+ |dap._tcp.guid.domains.ms-dcs.domain tree
+ Location of machines based upon the globa unique identifier
+_|dap.tcp.writeable.ms-dcs.domain
+ Domain controller(s) with copies of the AD Dit that can be modified
+ ldap._tcp.site.sites.writable.ms-dcs.domain
+ Modifiable AD Dit domain controll er(s) operating in specific sites.










Synchronous & Asynchronous




ldap_init & ldap_open

Before any other LDAP routines can be called you must allocate
an LDAP control struct using one of these two functions.

LDAP* ldap init(char* host, int port)

Allocates the LDAP struct but does not open a connection. The
connection will be opened when the first operation is attempted.

LDAP* |dap _open(char* host, int port)

Allocates the LDAP struet and opens a connection with the
specified DSA.

|dap _init is the preferred mechanism, ldap open will be
deprecated in some future release.




ldap _bind & ldap _bind s

Once a connection has been defined with Idap init or Idap_open the
process must perform a bind operation before any query or modification
operations can be performed.

int Idap_bind(LRAP *1d, char* who, char* cred, int method)
ld The LDAP struct retruned from Idap_init or Idap open
who  The dn with which the application wished to bind to the DSA
cred Typically apassword, this value depends on the
authentication method specified. For some methods
(Kerberos) no value needs to be supplied.

method  See next dide.

This function returns an integer connection identifier.




ldap_bind method parameter

Int Idap_bind(LDAP *1d, char* who, char* cred, int method)

method  The authentication method with which the DSA should
authorize the bind. Thisvalueisan integer define from
one of the LDAP development header files.

The primary authorization methods are -
LDAPYAUNH SIMPLE LDAP AUTH_SASL

For older Kerberos implementati ons the following method specifiers

are provided -
LDAP_AUTH_KRBV4
LDAP_AUTH _KRBV41
LDAP_AUTH, KRBV 42




ldap_search & ldap _search_s

int Idap search(LDAP* |d, char* base, int scope, char* filter, char* attrq], int attrsonly)
int ldap_search s(LDAP* |d, char* base, int scope, char* filter, char* attry[], int attrsonly,
LDAPMessage** res)

int ldap_search st(LDAP* |d, char* base, int scope, char* filter, char* attrd[], int
attrsonly, struct timeval* timeout, LDAPMessage** res)

ldap_search st performs a syncrounous query in the same fashion as
|dap _search s with the addition of atimeout that overrides the default
timeout.

LDAPMessage is a struct defined in the LDAP development header files
that recieves the results of the guery, and the int value returned by the
function is a success or error code.

The asyncrounous ldap_search does not have an LDAPMessage parameter
as the actual results will be retrieved by. the [dap result function used with
asyncrounouns operations.




ldap_search_parameters

int Idap search(LDAP* |d, char* base, int scope, char* filter, char* attrq], int attrsonly)

ld The LDAP struct returned from Idap_init or Idap open

base The base of the search

scope The scope of the search: LDAP_SCOPE_BASE,
LDAP_SCOPE ONELEVEL, or LDAP_SCOPE_SUBTREE

filter The search filter; example: (& (objectclass=posixAccount)(uid=awilliam))

attrs A null terminated array of the attributesto be retrieved. An
asterisk (*) indicates all attributes, and a plus (+) indicates all
operational attributes.

attrsonly A value of one indicates that only attributes, and not their values,
should be returned. Zero indicates attributes and their values.




ldap_count_entries

Int Idap_count_entries(LDAP* |d, LDAPMessage* res)

The function ssmply returns the number of objects contained in the
LDAP result structure returned by one of the query functions.

ld The LDAPstruct obtained vialdap open or Idap init

res the structure obtained by acall to [dap _search s,
ldap search _st, orldap result

If the structures passed to this function are in some way invalid, a
count of -1 isreturned and the LDAP error number variable
|ld_errno is set.




ldap_first_entry
L DAPMessage* |dap first_entry(LDAP* |d, LDAPMessage * result)
ldap _first_entry returns a pointer to a struct representing the first object
found In aresult structure acquired via a syncronous query or acall to

|dap_result.

ld The LDAP struet obtained vialdap open or Idap _init

result An LDAPMessage struct acquired from a syncronous query
or acall to ldap result.after an asyncronous query.

If for some reason the result or, | d parameters are invalid aNULL pointer
Isreturned and Id_errno is set approriately.




ldap_next_entry

L DAPMessage* |dap _next_entry(LDAP* Id, LDAPMessage * entry)

ldap _next entry returns a pointer to a struct representing the object
following the object indicated by entry.

ld The LDAP struct obtained vialdap open or Idap init

entry An LDAPMessage struct acquired from Idap first_entry or
aprevious call the ldap next_entry.

If for some reason the entry or |d parameters areinvalid aNULL
pointeris returned and Id_errno.is set approriately. This may indicate that
there are no additional objectsinthe result set.




ldap_get_dn

char* ldap get dn(LDAP* |d, LDAPMessage *entry)

ldap_get dn returns a pointer to the dn of the object reffered to by the
entry struct.

ld The LDAP struct obtained vialdap init or [dap _open

entry An LDAPMessage struct obtained vialdap first_entry or
ldap _next_entry after a query operation.

When no longer required the dn value snhould be de-allocated with a call
to Idap_memfree(char*).

If for any reason the |d or entry paramters ae invalid aNULL pointer is
returned and |d_errno is set approriately.




ldap_first_attribute

char®\ldap first attribute(LDAP* |d, LDAPMessage* entry,
BerElement ** ber)

ldap _first_attribute return a pointer to the description of the first
attribute in anentry as well as a pointer to a structure containing the
value(s) of the attribute.

ld The LDAP struct,obtained vialdap init or [dap _open

entry An LDAPMessage struct obtained vialdap first_entry or
ldap _next_entry after aquery operation.

ber A pointer (passed by reference) to a structure containing  the
value(s) of the attribute.

An error resultsin aNULL return value.




ldap_next_attribute

char®\ldap next_attribute(LDAP* |d, LDAPMessage* entry,
BerElement * ber)

ldap _next_attribute returns a pointer to the description of the
subseguent attri bute of entry as well as a pointer to a structure
containing the val ue(s) of the attribute.

ld The LDAP struct,obtained vialdap init or [dap _open

entry An LDAPMessage struct obtained vialdap first_entry or
ldap _next_entry after aquery operation.

ber A pointer acquired when ldap first attribute was called..

An error resultsin aNULL return value.




ldap _get values

char **|dap get values(LDAP* Id, LDAPMessage* entry, char* attr)

ldap_get walues returns a null terminated array of attribute values.

ld The LDAP struct obtained vialdap init or [dap _open

entry An LDAPM essage struct obtained vialdap first_entry or
ldap _next_entry after a query operation.

attr A pointer to the description of the attribute the processis
Interested in. Typically thisisaguired viaacal to
|dap first_attribute or Idap next_attribute.

If an error occures a NULL value.is returned and |d_errno is set to the
appropriate value.




ldap_count_values

int Idap _count_values(char** vals)

ldap count_val ues ssmply returns a count of the itemsina NULL
terminated array, such as that returned by |dap get values.

vals A NULL terminated array




ldap value free

void ldap value free(char** vals)

ldap value free de-allocates a null terminated array returned by
ldap get values. This function has no return value.

vals A pointento aNULL terminated array as acquired from

ldap get vaues.




ldap_msgfree
Int Idap msgfree(L DAPMessage* msQ)

ldap _msgfree rel eases the memory allocated for the result of acall to
|dap result onldap search s.

msg A pointer to an LDAPMessage struct as returned from a call

to ldap_result onldap search s

ldap msgfree returnsa-1 if an error occurs.




ldap_unbind & Idap _unbind s

int Idap_unbind(LDAP* |d)
int Idap_unbind s(LDAP* |d)

ldap _unbind sis just another name for Idap _unbind, both of these calls
are syncronous. \Once ldap _unbind is called the connection to the LDAP
server Is closed and the LDAP struct indicated by the pointer Id isinvalid.

ld An LDAP struct, as resultsfrom acall to Idap bind




ldap_perror

void ldap perror(LDAP* |d, char* 9)

ldap_perror operates in the same fashion as the standard C perror
function, providing in addition to the specified string sthe LDAP
error message for any error confition indicated by the contents of |d
ld An LDAP struct as returned by |dap bind or Idap bind s

S A string to be printed to standard error




Simple C LDAP Query

Setup

#include " stdio.h" . _
ﬁﬂ&ﬂdﬁ-- gd:iob_h-- LDAP specific header files

#include " string.h”
#include " unistd.h Struct to represent our connection to the DSA

Egg:ﬂgg.. i These represent lists of objects, or objects,
' retrieved from the DSA as the result of a
guery operation.

This represents a attribute and value pair
from an object. Remember that agiven
attribute may have more than one value.

int main(argc,argv)char*ar

LDAP *|d

L DAPMessage *r, *¢;
Ber Element *b;

char  *a, **v, *la[12];
int i;




Simple C LDAP Query

Init & bind

Host name and default port

V \

if ((Id = Idap_init(* estatel.whitemice.org", LDAP_PORT)) == NULL) {
perror (" ldap _init failed");
return 1;

1§

Bind anonymously: no dn, no password. Use the ssimple authenti cation method.

2 e

If (Idap_bind_s(ld, NULL, NULL, LDAP AUTH SIMPLE) !'=LDAP_SUCCESS) {
perror (" ldap_bind failed");
return 1,

}




Simple C LDAP Query

Search

Create aNULL terminated array of the attributed we

want to receive from the DSA.

la[0] =" givenwe‘V The struct which represents our
la[1] =" sn": connection to the DSA

la[2] = NULL;
Search base

if (Idap_search_s(ld, Search scope
“dc=whitemice,dc=org”,

L DAP_SCOPE_SUBTREE, / Search filter
Our NULL terminated array

“(obj ectcl ass=person)”,

la, - of attribute names.

0, . .
&r)l= BAP _SUCCESS){ 1 = Provide values of attributes

perror (" ldap search _ _
} The struct we will use when referring to

the results of this operation




Simple C LDAP Query

Walk The Objects

Display the number of objects
resulting from the operation
orintf(" Object$Found: % d\n:- referred to by the struct located
ldap_count_entries(ld, r)); alr

for (e = Idap_first_entry(ld, rye— — Point e at the first object

e != NUSS Loop until e doesn't refer to an object
e=I|dap_next_entry(ld, e)sa— _ ] _
printf(" DN: %s\n", Idap_get_dn(Id, €)); Point e at the object following e

N N Display the dn of the object
\ located at e

The code to walk the attributes of the object at e (found
on the next slide) goes here.




Simple C LDAP Query

Walk the Attributes
Point aat the first attribute of the
/ object found at e. b maintains
Information on the ber data modd!.

for (a = Idap_first_attribute(ld, e, &b); . )
al= NULL : = Loop until adoesn't refer

a=ldap_next_attribute(ld, e, &g){ to an attribute.

if (v =Idap_get_values(ld, e, a)) I=NULL){ __ Point aat the attribute
for (i =0; v[i] != NULL; i++)%‘\ following a

rintf (" %s: %s\n", a, v[i _
}p e U Place the values of the attribute

Idap_value freg(v); found at ain the NULL terminated
} array v
Iilap_memfree(a ; Display the values found in v
Toss the contents of the array

Release the memory used to hold
the attribute information.




Simple C LDAP Query

Close it up

If we called afunction that created a
/ ber struct, free that memory.
if (b != NULL) ber\free(b, 0)’
|dap_msgfr ee(r);<e— Discard the results of the LDAP operation

ldap_unbind(ld);
}

Close down the connection to the DSA




ldap_result




ldap_modify & I[dap _modify_s




ldap _add & ldap _add s




ldap_delete & |dap delete s




ldap _modrdn & I[dap_modrdn_s







AlIX and OpenLDAP

Al X isadescendent of BSD, and thusinherits all the BSD

specific oddities in addition to having been further oddified by
BigBlue.

It doesn't seem to support PAM, NSS, and all the lovely open and
modular things that we al know and love about Linux, but
fortunately this is not entirley true.

Due to how AlX\manages threads they are not supported by
OpenLDAP on AlX. In addition to that; GDBM (or equivalent) is
not usually available:, This makes AlX alessthan ideal platform
for an OpenLDAP server. But it can certainly operate asaclient
In adirectory enabled network.

NOTE: All the following hasbeen tested on AlX 4.2.1, newer
versions may support such things in a more obvious fashion.
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More Information...

Understanding and Deploying LDAP Directory Services
(ISBN: 1-57870-070-1, MacMillan Technical Publishing USA)

LDAP : Programming Directory-Enabled Applications with Lightweight

Directory Access Protocol
(ISBN: 1-57870-000-0, MacMillan Technical Publishing USA)

The OpenLDAP Project website - http://www.openldap.org




